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Abstract—Physical Unclonable Functions (PUFs) have emerged
as a promising hardware security solution, offering robust capa-
bilities for unique device identification and authentication. Their
seamless integration, particularly in FPGA-based implementa-
tions, makes them especially appealing for resource-constrained
devices. However, their widespread adoption is hindered by the
inherent challenges of conducting systematic and fair evaluation
that considers on-chip experimental data coming from a large
population of devices. To address these challenges, we propose
a novel evaluation-system for the automated characterization
of FPGA-based PUFs. This system provides a comprehensive
suite of tools that enable the efficient assessment and detailed
analysis of key PUF properties, such as uniqueness and reliability,
across a substantial number of physical devices. Furthermore,
the system supports the whole lifecycle of PUF development,
encompassing both the design and implementation of diverse
PUF architectures. This allows end-users to explore, optimize,
and seamlessly integrate PUF-based security features into their
electronic systems and applications.

Index Terms—Physical Unclonable Functions, Large-scale
Characterization, Hardware Security, Field Programmable Gate
Array.

I. INTRODUCTION

In recent decades, Physical Unclonable Functions (PUFs)
have gained increasing attention as a hardware security prim-
itive for protecting systems, especially in applications using
scarce resources devices, such as in the Internet of Things
(IoT) domain [1]. Their inherent characteristics, including un-
clonability and anti-tamper properties, make them particularly
well suited to address a variety of security challenges [2], as
for example the mutual authentication [3], the dynamic-group
secure-communication [4], and the remote attestation [5].
Among the various implementations of PUFs, those based
on Field Programmable Gate Array (FPGA) are considered
attractive due to the unique advantages of FPGA technol-
ogy [6]. As a matter of fact, the latter offers a high degree
of flexibility, allowing hardware configurations to be tailored
precisely to specific security tasks without requiring costly
custom silicon fabrication. Moreover, the opportunity to be
easily reprogrammed enables the same hardware to be adapted,
such that it turns able to accommodate evolving security
requirements [7].
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Nonetheless, although PUFs represent a sound solution, be-
fore considering an implementation as a viable trusted anchor
to address security challenges, its actual effectiveness needs to
be verified by respecting important evaluation criteria. First,
while simulation methods can be exploited to get preliminary
approximate results [8], large-scale on-chip experimentation
is essential to benefit from more accurate and significant
results [9]. In addition, a thorough evaluation involves char-
acterizing the PUF on the main quality metrics proposed by
the scientific community [10], [11]. Finally, a fair evaluation
that also takes into account the comparison with the results
of other PUF implementations must necessarily be conducted
using the same experimental setup [12]. However, to the best
of our knowledge, most of the existing PUF implementations
are evaluated on a not significant number of devices. Moreover,
existing solutions for large-scale characterization do not com-
pletely and efficiently address the aforementioned challenges,
nor are they freely available to everyone.

In light of the above, in this work we present a methodol-
ogy to design a generic evaluation-system for the large-scale
characterization of any FPGA-based PUF. Our main original
contributions can be summarized as follows:

1) to present an evaluation-system for the automatic charac-
terization of PUFs based on FPGA;

2) to evaluate different PUF implementations, our solution
is designed to provide a mechanism for easy integration
of any FPGA-based PUF;

3) to facilitate the assessment on a large number of devices,
our system enables modifications to the number of de-
vices with a reduced expenditure of effort and complexity
in management.

4) to conduct in-depth analysis, our evaluation-system al-
lows to obtain data regarding all quality metrics, both
by providing statistical indexes as mean and variance
values, and by representing the distributions of values
with charts. It also returns raw data for further later
analysis, including information such as temperature, volt-
age and for some PUF implementations the oscillation
frequencies.

5) to demonstrate the suitability of our solution, we present
the results obtained on an actual implementation of the
evaluation-system concerning 6 different PUFs known to
the scientific community.

6) to encourage future research on novel PUF architectures,
their large-scale characterization and their fair compari-
son against other PUFs, the implementation details of our
proposal are freely available, along with the possibility to

This article has been accepted for publication in IEEE Transactions on Computer-Aided Design of Integrated Circuits and Systems. This is the author's version which has not been fully edited and 

content may change prior to final publication. Citation information: DOI 10.1109/TCAD.2025.3607132

This work is licensed under a Creative Commons Attribution 4.0 License. For more information, see https://creativecommons.org/licenses/by/4.0/



JOURNAL OF LATEX CLASS FILES, VOL. 18, NO. 9, SEPTEMBER 2020 2

use an actual realization of it.

The remainder of the paper is structured as follows: Sec-
tion II provides the reader with an overview on PUFs, their
main implementations, statistical metrics adopted to assess
PUF quality, and, lastly, details on the characterization of PUFs
in the literature; Section III outlines the general requirements
for designing an evaluation-system for PUFs; Section IV
describes our proposal of evaluation-system, focusing on both
methodological design choices and on implementation details
of a practical realization of it; Section V deals with the evalua-
tion of the evaluation-system, both in terms of its performance
and by testing it with different implementations of FPGA-
based PUFs; finally, Section VI draws the conclusions of this
work.

II. TECHNICAL BACKGROUND ON PUFS

PUFs represent a class of hardware security primitives that
exploit the inherent physical variations in materials. Such vari-
ations are the result of uncontrollable factors that occurs during
the manufacturing process, namely random nanoscale differ-
ences during silicon etching and in material deposition [13].
Such differences are not readily reproducible, thereby letting
PUFs be immune against cloning or forgery. At their core,
PUFs operate on the principle of challenge/response, so that
by applying an input signal – the challenge – to the PUF,
a unique and unpredictable output – the response – is then
generated. Formally, PUF can be described by the following
mathematical relation:

θ : C → R,C ∈ {0, 1}m, R ∈ {0, 1}n (1)

where C is the challenge set and R is the response set.
Challenge-Response Pairs (CRPs) are device-specific, meant
that different devices produce different responses to the same
challenge due to their inherent physical variations. In more
recent literature, PUFs are categorized as extensive or con-
fined [14], replacing the earlier terminology of strong and
weak PUFs. An extensive PUF is capable of producing a large
number of unique and independent CRPs, while a confined
PUF generates a limited set of responses.

A. Metrics

Aiming at assessing a PUF design effectiveness, so far a
number of quality metrics have been presented in the scientific
literature [10], [11]. The most frequently employed are unifor-
mity, uniqueness, reliability, and bit-aliasing. With reference
to the notation outlined in Table I, a description of these
metrics is provided below, along with their corresponding
mathematical formulations.

1) Uniqueness: The Uniqueness measures the ability of a
PUF to effectively discriminate between two distinct devices.
Intuitively, given two devices, the greater the randomness
of responses of devices to the same challenges, the better
the uniqueness value. By considering |K| different devices
implementing the same PUF, a challenge c, selected from the

TABLE I: Summary of notations.

θd(·) PUF of Device d
θmd (·) m-th measurement of PUF on device d
C Set of challenges
R Set of responses of a traditional PUF
S Set of CRPs of a PUF
K Set of devices equipped with a PUF
N Number of response bits
M Number of PUF measurements
HD(x, y) Hamming distance between x and y
bit(x, y) returns value of y-th bit of string x

available set of challenges C, and a response width of N bits,
the Uniqueness can be defined as follows:

U(c) =
2

|K| · (|K| − 1)

|K|−1∑
i=1

|K|∑
j=i+1

HD(θi(c), θj(c))

N
· 100%

(2)
where HD denotes the Hamming Distance (HD). In the ideal
case, the responses of two different devices are expected to
have exactly N/2 different bits, resulting in an ideal HD of
50%, which corresponds to an ideal uniqueness value of 50%.

2) Reliability: Reliability metric estimates how stable are
PUF responses sampled repetitively during time. Typically,
these measures are taken under different environmental con-
ditions, such as temperature, voltage, and aging. Hence, by
querying a PUF M times with the same challenge c, the
desirable value of Reliability –corresponding to 1– occurs in
the case where all M responses are identical to each other:

R(c) =
1

M

M∑
m=1

N −HD(θd(c), θ
m
d (c))

N
· 100% (3)

3) Uniformity: Uniformity gives an indicative value about
the distribution of ′0′ and ′1′ bits in the PUF responses.
Ideally, responses should have a uniform distribution, so about
50% of the bits being ′1′ and 50% being ′0′. This balancing
ensures that the response has no biases that could be somehow
exploited in an attack. By considering bit(x, i), a function
capable of extracting the i − th bit from x, then Uniformity
can be estimated as follows:

Uf(c) =
1

N

N∑
i=1

bit(θd(c), i) · 100% (4)

4) Bit-aliasing: Bit-aliasing assesses the similarity of re-
sponses to the same challenge between several instances of the
PUF. In particular, the metric identifies whether certain homol-
ogous bits of responses may be affected by bias, meaning a
tendency to assume either the value ′1′ or ′0′ more frequently.
Given the i− th bit, Bit-aliasing is calculated as:

BA(i) =
1

|K|

|K|∑
k=1

bit(θk(c), i) · 100% (5)

Beyond their descriptive function, the aforementioned metrics
are essential because tightly linked to the security properties
of PUF-based systems. Deviations from ideal values may
result in reduced unpredictability, making PUF responses more
susceptible to modeling or statistical attacks. For instance: low
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Fig. 1: Some examples of PUF deployable on FPGA: 1a) Arbiter-PUF; 1b) RO-PUF; and, 1c) Butterfly PUF cell.

uniformity may expose biased bit distributions; insufficient bit-
aliasing can lead to predictable correlations across bit posi-
tions; and, low uniqueness could allow cross-device inference.
Thus, achieving values close to the ideal 50% threshold for
these metrics is not merely a matter of design quality, but a
critical aspect in ensuring that PUF responses remain resistant
to adversarial exploitation in cryptographic and authentication
protocols.

B. Implementations

So far, in the scientific community, a variety of PUF
implementations have emerged, each one exploiting a different
physical phenomenon [1]. Among them, silicon PUFs, which
leverage variations in integrated circuits, are the most popular
because of their ease of integration into already existing
devices [15]. They can be classified into two major families:
delay-based PUFs, that exploit propagation delays of signals
in symmetric paths, and memory-based PUFs that depend
on the power-on states of memory cells. Let us now briefly
overview main implementations of PUF that are designed to
be implemented onto FPGA devices.

A example of delay-based PUF is the Arbiter PUF (A-
PUF), which uses the difference in delay between signals on
symmetric paths to produce unique responses [16]. A typical
A-PUF circuit, represented in Figure 1a consists of a series of
switch blocks, each driven by a different challenge capable of
determining, by means of multiplexers, which path the input
signal should take. The last stage entails an arbiter able to
determine which of the two signals arrives first, thereby resolv-
ing each challenge into a binary response. Although A-PUFs
are efficient in terms of silicon area and power consumption,
they are susceptible to machine learning attacks, leading the
proposal of several different variants [17]–[19]. Analogously,
Ring-Oscillator PUFs (RO-PUFs) exploit the time period (or
frequency) variations in oscillating circuits [20]. A ring oscilla-
tor typically consists of an odd number of inverters connected
in a loop, generating a periodic signal whose frequency is
highly sensitive to physical characteristics such as gate delay,
wire length, and transistor threshold voltages. Due to the
uniqueness of these characteristics across different integrated
circuits, each device exhibits distinct oscillation patterns. In a
typical RO-PUF design, represented in Figure 1b the relative
frequency between two or more ring oscillators is compared to
produce a single response bit. By selecting different pairs of

oscillators and measuring their relative speed, a large number
of CRPs can be generated. RO-PUFs offer a larger number
of potential CRPs compared to A-PUF and exhibit resistance
to environmental noise, yet they face limitations in power-
constrained applications, where their power consumption can
be an issue [15]. Conversely, memory-based PUFs include
those PUFs exploiting the inherent randomness of memory-
cell state when powered-on [21]. A well-known example
is the Static Random Access Memory (SRAM)-PUF. Each
SRAM cell is designed as two symmetric halves. Ideally, when
powered-on, the memory circuit is initially in an unstable
state that eventually goes toward either logic-0 or logic-1
configuration, with equal probability. However, when manu-
factured, unpredictable and unique nanoscale variations affects
the symmetry, resulting in each cell exhibiting a preference
for one of two memory states. The principal advantage of the
latter is its compatibility with existing hardware, as it utilizes
memory components that are already equipped in microcon-
trollers. Similarly, butterfly PUFs are based on the initialization
of bistable circuits, which are typically designed with the
use of inverters or cross-coupled Flip Flop (FF) [22], as
depicted in Figure 1c. Upon initialization, the bistable circuit
is brought into a metastable condition with no predefined logic
state. Due to minute physical variations introduced during
fabrication, the circuit resolves nondeterministically into one
of two stable states, thereby generating a device-specific and
reproducible response bit. The symmetric configuration of
the latches resembles a butterfly pattern, hence the name. In
contrast to SRAM PUF, Butterfly PUFs do not depend on
existing memory cells, rather is implemented through specific
designed circuits, thereby making them a versatile option in
various hardware designs, including the FPGA technology.

C. Characterization

As aforementioned, there are different challenges to be
faced when characterizing a PUF implementation. Table II pro-
vides a summary of some PUF proposals developed on FPGA
devices that, at a glance, points out that not all quality metrics
are necessarily always taken into account, and especially often
the number of engaged devices is not adequately statistical
meaningful. Some studies attempt to overcome the limited
availability of physical devices by reusing the same PUF
design and deploying it at multiple distinct physical locations
within the same FPGA. This approach assumes that each PUF
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TABLE II: Comparison among FPGA-PUF Implementations.

Category Ref. FPGA Uniqueness Uniformity Reliability Bit-aliasing Area Devices

Arbiter PUF

[24] Artix-7 41.53% 54% 93% ∼ 97% - 128 slices 11
[25] Artix-7 49.1% 50.3% 100% - 150 slices 8
[26] Spartan-6 48% - - - 224 slices 3+3+15
[27] Artix-7 15.15% ∼ 0.45% 98.97% - 224 6-LUT 2
[28] Zynq 7000 45.2% - - - - 4
[29] Artix-7 40% 45% ∼ 50% 1.36% (BER) - 407 slices 5
[30] Artix-7 41.53% - 93% ∼ 97% - 2816 slices 10
[31] Artix-7 17% - 97.5% - - 3
[32] Artix-7 19.39 - 0.24% (BER) - - n.s.
[33] Artix-7 49.8% - 94.2% - 395 6-LUT 1
[18] Artix-7 51.1% - 100% - - 1
[34] Zynq 7000 49.3% - 100% - - 1
[19] Altera 51.06% 50.18% 99.67% - - 16

RO PUF

[35] Spartan-7 46.4% - 99.68% - - 2
[36] Artix-7 56.1% 50.36% 98% ∼ 99% - - 50
[37] Pynq-Z2 39.1% ∼ 50% 98.9% 50.2% 7 LUT 20
[38] Kintex-7 50% - ∼ 99% - 365 slices 2
[39] Artix-7 47.40% 49.2% - 49.19% 5 LUT 6
[40] Spartan-6 48.49% 50.99% 99.95% - 210 LUT 40
[41] Artix-7 49% 50% 85.95% - 626 LUT 3

Others

[22] Virtex-5 ∼ 50% - 94% - 130 slices 36
[42] Virtex-7 47.9% - 96.4% - 2 slices 6
[43] Spartan-3 49.2% - 96.4% - 2 slices 6
[44] Spartan-6 50.89% 49.41% 91.25% - 348 slices 10
[45] Artix-7 37.4% 55.4% 98.9% 46.9% 17 slices 10

instance, although implemented on the same device, behaves
as if it were located on a separate physical chip. However,
this assumption may lead to inaccurate PUF characterization
across different implementations. As a matter of fact, it is well
known that different regions of an FPGA fabric can exhibit
non-uniform behavior when implementing PUFs [23], which
significantly impacts the evaluation of key metrics such as bit-
aliasing.

Conversely, other studies in the scientific literature have
concentrated on large-scale on-chip characterization of PUFs,
aiming to evaluate their suitability for secure hardware ap-
plications. However, these works typically aim to charac-
terize a specific type of PUF, not allowing a direct, easy
and fair comparison among different PUF architectures. For
instance, in [12], authors present a comprehensive analysis
of oscillation-based PUFs, including Ring Oscillator (RO),
Transient Effect Ring Oscillator (TERO), and Loop PUFs,
implemented on 100 Digilent BASYS-3 development boards
featuring Xilinx Artix-7 FPGA. The paper details different
metrics such as uniqueness, reliability, and temperature sensi-
tivity across a controlled range of −22 ◦C to 44 ◦C, providing
the reader with valuable insights into PUFs behavior under dif-
ferent conditions. However, implementation details of the eval-
uation infrastructure are not specified, making it challenging to
evaluate its effectiveness against other PUF implementations.
Also in [9] authors present large-scale RO-PUF evaluation,
deploying 125 Xilinx Spartan 3E FPGA devices in order to
assess inter-die uniqueness, which achieves an average HD
of 47.31%, and intra-die reliability of 0.86% under standard
operating conditions. For data collection, the authors enlisted
the Computer Engineering students of their department, who
are required to buy such a development board for course-
works and projects. After publicizing the technical details
and the purpose of the experiment via email and webpage,
data were collected from the students’ FPGA in 8 different

sessions, each 2 hours long, conducted in the departmental
laboratory used by students for project works. Despite the large
number of devices involved, unfortunately the paper makes no
reference to any automation process for data acquisition. The
authors of [46] advance the theoretical foundation by modeling
the relationship between PUF uniqueness and min-entropy.
By using a testbed of 184 different Digilent Basys3 boards,
they demonstrate how high uniqueness correlates with robust
entropy metrics in RO-PUFs. Although this study introduces a
theoretical tool to support large-scale assessments, it focuses
on a single PUF type and does not directly address the practical
challenges of incorporating diverse PUF architectures in a
testing infrastructure. Instead, the work [47] addresses the need
for secure PUFs in resource-constrained IoT environments,
by implementing and characterizing a TERO-PUF on both
Xilinx Spartan 6 and Altera Cyclone V FPGAs leveraging
on a testing infrastructure. Their evaluation spans critical
quality metrics such as robustness to temperature and voltage
fluctuations. Although the paper lacks of details about the
exploited infrastructure, authors claim that they are able to
enroll PUF from just 6 different boards at a time, which limits
a proper automated evaluation, as well as the scalability, of
the entire infrastructure. The work [48] further refines the
characterization of RO-PUFs by exploring the impact of FPGA
slice type, evaluation time, and temperature variations on 217
Xilinx Artix-7 based FPGA devices. The paper provides an
extensive dataset that includes optimal evaluation times and
temperature-dependent error rates, offering valuable insights
about RO-PUF reliability under different environmental con-
ditions. However, like previous works, authors focus solely
on RO-PUFs and there is no effort to make evaluation infras-
tructure adaptable for different PUF architectures on a shared
platform.

Finally, authors of [49] introduce an automated platform for
large-scale data collection of SRAM-based PUFs on micro-
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TABLE III: Comparison among large-scale characterization
systems. C indicates the possibility of comparing multiple
PUFs; D the availability of data; M is the maintainability
property; A is the possibility to access the system. n.a. stands
for not available; av. for available; n.s. not suitable.

Ref. PUFs FPGA C. D. M. A.
[12] RO, TERO, Loop yes yes n.a. n.s. no
[9] RO yes no n.a. n.s. no
[46] RO yes no n.a. no easy no
[47] TERO yes no n.a. low no
[48] TERO yes no n.a. no easy no
[49] SRAM no no av. low open
Us Any yes yes av. high open

controllers. Their setup, which involves 84 different STM32
microcontrollers, allows for the automated acquisition of
SRAM-PUF data under various environmental conditions.The
platform data, as well as the computation of all quality metrics,
is publicly accessible. However, the interconnection of all
boards in daisy-chain configuration limits the easy scalability
and maintainability of involved devices.

III. PUF EVALUATION

Before going into details of our proposal and taking into ac-
count limitations of current solutions presented in Section II-C
and challenges presented in the introductory Section I, we
attempt to list what are the general desirable requirements
for the design of a system for the evaluation of PUFs. In
particular, we detail the features that enable the evaluation-
system to efficiently address the aforementioned challenges.
We also present a reference system model that highlights the
advantages of such an evaluation-system, later exploited to
design our proposal.

A. General requirements

The tight connection between a PUF behavior and the physi-
cal phenomenon it exploits implies that any evaluation method
not based on direct on-chip experimentation is inherently less
accurate. Although PUF simulation methods are undoubtedly
valuable for designing new PUF implementations [50], they
cannot be reliably employed for systematic and accurate
evaluations. A crucial element in this context is the availability
of a significant number of devices for experimentation. As a
matter of fact, certain quality metrics, such as uniqueness and
bit-aliasing, are estimated using data collected from different
devices. Having only a limited number of devices would
potentially produce results that are not statistically relevant.
Therefore, considering the necessity of relying on a large
number of devices, fully or partially manual approaches to the
enrollment of PUFs are strongly discouraged. Instead, fully
automated solutions are recommended, as manual processes
would entail multiple steps for each device, culminating in
a significantly time-consuming task. Additionally, a desirable
requirement is the possibility to add devices to the system
while minimizing the effort involved, ideally through a plug-
and-play operation. This would offer two significant advan-
tages. On one hand, maintaining the infrastructure, e.g. in the
case of failures, would become simpler and faster. On the

other hand, the reduced complexity of device integration would
facilitate the deployment of the entire infrastructure, without
necessarily requiring advanced technical expertise. Finally, an
evaluation-system should enable the comparison of multiple
implementations. This would allow for a more critical and
fair assessment of the various PUF implementations.

B. Reference Model
The evaluation-system described above can be effectively

applied to the reference model we propose in Figure 2. Specif-
ically, the activity concerning the proposal of a novel FPGA-
based PUF can be easily separated into two distinct phases:
design and evaluation. During the former, the PUF-designer
is solely concerned with the design and implementation of
the new PUF. This phase generally requires the use of FPGA
design tools, which may also offer simulation capabilities
enabling the check of some parts of the new design. In
this way, the design phase can be accomplished following
a totally hardwareless approach, by lowering the economic
cost and time required to build the infrastructure necessary for
quantitative performance evaluation. On the other hand, as for
the evaluation phase, the evaluation-system allows the PUF-
tester to run experiments on a large number of devices and to
obtain the PUF quality metrics. Therefore, such results are a
necessary feedback to the designer in order to have an estimate
of the quality parameters of implemented solution. Moreover,
the design phase must necessarily end by providing as output:
the bitstream file to program the FPGAs of devices; and, the
information to be provided to the tester in order to properly
set the communication with PUFs on devices.

FPGA Design
Tool

Evaluation
system

Quality metrics

Raw data

PUF Designer

PUF Tester

Design
phase

Evaluation
phase

Test config

bitstream

PUF config

Fig. 2: Reference Model.

IV. PUFS EVALUATION-SYSTEM PROPOSAL

Bearing in mind the section above, we present our proposal
of evaluation-system for the assessment of FPGA-based PUFs.
We first present the methodological choices of the design
aiming to satisfy the mentioned-requirements, then we discuss
a practical implementation of it.

A. Design
To better separate the responsibilities of each component

and offer a single interface to the end-user of the evaluation-
system, we opt for a closed layered style to be deployed on
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a three-tier architecture, as shown in Figure 3. In this way,
the end-user interacts with the system by means of a client
application that allows for initiating experiments on PUFs
and subsequently obtaining the corresponding results, both
in terms of raw data and aggregated quality metrics – such
as uniqueness, reliability, bit-aliasing and uniformity–. The
server constitutes the core of the evaluation-system, since it
comprises all of the logical processes required to handle client
requests and to interact with devices of the underlying layer
by means of an ad-hoc communication protocol. Finally, the
device layer consists of a bank of devices, exposing both a
CPU to execute the device-application – required to manage
all operations related to experiments – and a FPGA part on
which the PUF to test is synthesized. It is worth noting that
CPU and FPGA do not necessarily need to be co-located on
the same chip; instead, they can be hosted on separate devices
interconnected with a generic communication channel.

FPGA

HW

SW

PUF

PUF CORE

CONTROL 
UNIT

Communication
Interface

DRIVER

Device ApplicationClient

Server

Device Device Device Device

Fig. 3: Details on deployment architecture of the evaluation-
system and on communication between PUF and device-
application.

Moreover, aiming to address all the requirements for a
proper and fair evaluation of PUFs, our proposal is designed
to guarantee the following fundamental properties.

1) Maintainability: In order to handle a large number of
devices, our proposal adopts several design strategies that
favour its maintainability. First, the communication between
the server and devices is performed by means a wireless
channel. Consequently, when a new device needs to be added
or a malfunctioning one requires replacement, the system
maintainer is only required to load the appropriate device-
application onto the device and provide the power supply.
Accordingly, no additional connection for data exchange is
required. Moreover, the maintainability is further supported by
the possibility of reusing the same device-application for all
the PUFs to be tested, without therefore needing to change it
for each experiment. As a matter of fact, the application takes
advantage of the dynamic reconfiguration capability of the
FPGA to replace the PUF to assess. In particular, in order to be
totally transparent to each kind of experiment, the application
running on the devices entails the following application life-
cycle:

1) Initialization, in which the application initializes its in-
ternal data structures and establishes the communication
with the server;

2) Registration, useful for signalling to the server the pres-
ence of a new device, available for experiments;

3) Commands handling, accomplished with an endless loop,
allows the application to handle requests from the server,
such as: reprogramming of the FPGA (with related data to
configure the PUF-driver); querying the PUF; shutdown
operation.

Finally, in case of a new release of the device-application, the
server automatically updates all devices, ensuring their logic
is always working with the latest version available.

2) Compatibility: The ability to assess different PUFs with
the same evaluation-system strictly depends on how well the
logic for experiments used by the latter can be suitable for
different types of PUF implementations. To this end, our
evaluation-system uses a common and unified interface to
enable the communication between the system and the PUF
to be tested, as represented on the right side of Figure 3. Con-
sequently, all FPGA-based PUFs that expose such interface
can be integrated into the evaluation-system and hence tested.
Although this may appear to be a limitation as it restricts the
kind of PUFs to be tested – i.e. PUFs with different interfaces
are not testable with the evaluation-system – it should be
noted that the interface logic of an Intellectual Property core
(IP-core) generally requires only minimal effort compared to
the entire design and development process of a new PUF.
Therefore, by conceptually decoupling the core logic of the
PUF from the interface logic, the choice to use a common
interface makes the system highly compatible with a multitude
of disparate PUF implementations. Clearly, the only use of
a common interface is not sufficient to guarantee the com-
patibility property; rather, the adoption of a common driver
utilizing that interface is also necessary. Once again, despite
the potential limitation, the integration of the communication
control-logic within the IP-core represents a negligible part of
that required for the new PUF.

3) Configurability: Full automation of experiments is
achievable if the evaluation-system can be seamlessly adapted
to each type of PUF under test. Ensuring only the compatibility
property just described is clearly not sufficient in this regard,
a configuration mechanism is necessary to make the system
flexible and easy to use. To address this, the solution we
propose ensures complete transparency concerning the PUF
being tested through the use of three distinct configuration
files: the bitstream file, the PUF configuration file, and the
experiment configuration file. The first two files are produced
as output of design phase of the new PUF, while the third
one is written by the PUF tester, as depicted in Figure 2.
The use of a configuration file for the PUF enables the
isolation of all specific information utilized by the driver
for the initialization and the communication with the PUF
instance. Such information may include, but is not limited to,
details regarding the enabling of the PUF, the challenge values,
the response value and so on. In contrast, the configuration
file for the experiments permits to tailor the type of queries
in accordance with the specific implementation of the PUF.
For instance, if a PUF involves a challenge value represented
over a very large space – e.g. 256 bits –, it is unlikely to
test that PUF over the entire challenge representation space,
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due to the considerable time constraints involved. Accordingly,
the evaluation-system allows the configuration of three distinct
types of experiments: list, range, and random. In the first
case, the PUF-tester is required to specify the precise list of
challenges to be submitted to the PUF. In contrast, the range
type enables the tester to define the representation range of the
challenge, from which all individual values with a specified
step are extracted. Meanwhile, the last type, i.e. random,
allows the generation of a number n of random values within
the representation range of the challenge, once the seed is
specified. All the aforementioned types of experiments afford
the tester to configure the desired number of repetitions, the
interval between two successive PUF queries, and the interval
between two consecutive repetitions of the same experiment.

B. Implementation

To validate correctness of the proposed evaluation-system
and verify its versatility to manage different PUF architectures,
we present a complete prototype implementation covering all
layers of the system just described1.

As already mentioned, the client-application acts as sole
interface for the evaluation-system. It is developed in Python
and does not require any particular requirements other than
the installation of libraries specified in its requirements file.
It allows communication with the server on both private and
public networks. In particular, upon the user authentication,
the application permits the following operation to be carried
out: (i) launching experiments on a user-definable number
of boards; (ii) obtaining raw data of previously performed
experiments; (iii) computing PUF quality metrics; (iv) turning
all devices off and on; (v) turning device cooling system off
and on.

As for the server, it is hosted on a desktop machine,
equipped with Intel Core i5-2400 CPU @ 3.10GHz; 4Gb of
RAM memory and Ubuntu 24.04 LTS as operating system. All
the logic part is developed with Django2, a high-level python-
based web-framework for web server development. In particu-
lar, the requests from clients and devices are handled through
a Django’s dedicated app. Django natively supports essential
scalability features such as asynchronous request handling,
load balancing, and horizontal scaling, making it suitable for
deployments involving a large number of devices sending
concurrent requests. In our context, these features allow the
server to remain responsive even under high load conditions,
such as those generated by large-scale PUF evaluation cam-
paigns. Nginx3, an open-source web server, is used as a reverse
proxy for the private and public network communication
of clients. Its lightweight architecture and high concurrency
support further contribute to the scalability and robustness
of the system. Moreover, to ensure adequate bandwidth for
wireless data transmission in multi-device setups, the system
leverages IEEE 802.11n [51] connectivity, which guarantees a
theoretical throughput of up to 600 Mbps. This bandwidth is
considered sufficient for our application scenario, given that

1https://github.com/daniref/PUF-Evaluation-Platform.git
2https://www.djangoproject.com/
3https://nginx.org/

the data packets exchanged by the system typically consist of
only a few tens of bytes, with the exception of reconfiguration
packets containing the new FPGA bitstream, which may reach
up to a few MB in size. The MySQL database, which is
officially supported by Django, is chosen for data persistence,
while MySQL Workbench is used for the database modeling
part. Figure 4 shows an example of all the information stored
in the database for each query.

Given the requirements expressed in the previous sections,
concerning the devices layer, the system utilizes 18 Avnet
Ultra96v2 boards, equipped with Zynq UltraScale+ MPSoC
ZU3EG A484 architecture, including 4 Arm Cortex-A53 MP-
Core cores up to 1.5 GHz and 70560 CLB Luts on the
FPGA part. They are also equipped with an SD memory
reader, used for the boot of the system, and a ATWILC3000
bluetooth Wi-Fi microchip for the connectivity. As for the
software part, needing dynamic reprogramming of FPGA;
memory access to peripheral devices; and, communication
with wifi module, we opt for an operating system to simplify
the development of such operations. Specifically, we use Petal-
inux 2020.2, a framework for creating linux-based embedded
systems, that embodies the Linux FPGA Manager Driver. The
FPGA reprogramming process is performed by loading the
proper bitstream file – previously saved in lib/firmware
–, in /sys/class/fpga_manager/fpga0/firmware,
by specifying the full reprogramming as mode. It is important
to note that any transient effects caused by this process do
not affect PUF experiments. Indeed, the first request to access
the PUF arrives several seconds after reprogramming has
completed. This delay accounts for the completion of the
following sequence of operations: the pr_done bit indicates
the successful conclusion of reprogramming on the device-
side; the device-application builds a response message to
notify the server; upon receiving this message, the server is
informed that the device is ready to perform the experiments;
only then it can send the first PUF query request to the
device. Regarding the device logic part, it is realized by an
application written in C language, running on the operating
system. Communication with PUFs is facilitated via the AXI4
Lite interface, whereas device memory access is enabled by a
user-driver that relies on the mmap and munmap system calls.
Temperature and voltage values are read using the sensors
already on the FPGA of the board, through the PL SYSMON
unit, provided by the AMD SYSMONE4 architecture.

The switching on and off of all boards, as well as of
additional heatsinks, can be automatically driven by means
of the MIKROE-3357 relais, controlled by the server.

V. EVALUATION

The goal of this section is to illustrate that the functionalities
of the evaluation-system are capable of answer to challenges
outlined in Section I. To this aim, we present the results
of experiments conducted on 6 different types of PUFs, as
well as 2 variants of these. Some of the PUFs used for the
experiments are publicly available designs, while the others
are created from scratch. Since delay-based implementations
are particularly sensitive to the area of FPGA in which they
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Fig. 4: Example of query saved in the database.

TABLE IV: Tests report.

Test Fans Chal width Type Num Challenge Num exps Exp period [m] Queries period [s]
0: RO-PUF yes 8 Range [step=1] 256 200 5 2
1: 4x4 Arbiter [52] yes 30 Random [seed=5678] 1000 50 5 2
2: Arbiter yes 32 Random [seed=4123] 1000 50 5 2
3: RO-PUF v.2 yes 1 List 1 1000 0 15
4: Nolting [53] yes 1 List 1 1000 0 10
5: Arb-Butterfly [54] yes 32 Random [seed=4123] 800 800 5 5
6: 7xRO-PUF v.2 no 1 List 1 200 5 0
7: RO-PUF no 8 Range [step=1] 256 200 5 2

are synthesized, the placement of their resources is done by
means the hard macro of vhdl or by using ad-hoc julia
scripts. It should be noted that the primary objective of the
section, and in general of the paper, is not to realize the optimal
design, but rather to show the potentials of the system in terms
of quantitative results that can be employed: (i) to enhance
the design of a PUF; (ii) to check the best placement of a
PUF within the available area of the FPGA; (iii) to compare
performances of different PUF solutions. Finally, we analyze
the performance of the proposed evaluation-system.

A. Experiments

The Table IV shows a summary of the tests performed with
the evaluation-system, along with all the parameters necessary
to configure the tests.

For Test 0, we use a RO-PUF developed from scratch,
having 128 challenge bits and 1 response bit. It consists
of 2 different banks, each comprising 128 ring oscillators.
The challenge submitted to the PUF drives the selection of
the oscillator index within the bank to be compared. Ring
oscillator comparison is always done for elements having the
same bank index. That is, the ring-oscillator of index 4 in
bank 1 can only be compared with its counterpart in bank 2.
The frequency of the various oscillators is calculated using
2 counter registers, one for each bank, whose outputs feed a
comparator that determines whether the PUF response is 0 or
1. At each query, the PUF, along with the single response bit,
also provides values of the 32-bits counter registers.

With Test 1, we evaluate the A-PUF proposed in [52],
with a challenge width of 30 bits and a 6-bits response.
Each stage of the PUF consists of a switch block with 4
input and 4 output signals. The PUF relies on dynamically
configuring the connections between these four inputs and
four outputs, by controlling them with two input signals. Each
combination of control signals selects a specific permutation of
inputs to outputs. This mechanism is represented by a vector
of permutations Π = (π00, π01, π10, π11), defining a unique
mapping for a specific configuration of the control signals.
This approach provides 576 possible configurations per switch
block, enabling a high degree of reconfigurability. According
to the authors, the reconfigurable nature of the switch blocks
allows to update the PUF response, enhancing security by
making modeling or cloning more challenging.

Test 2 exploits a classic A-PUF, developed from scratch.
Each stage of the PUF consists of a pair of 2 : 1 multiplexers,
implemented by means the LUT primitive. The implementa-
tion allows for automatic configuration of the response and
challenge width, in addition to the absolute position on the
FPGA area. This specific test uses a configuration with 32-
bit challenges and 8 bits for the response. A detail of this
implementation is shown in Figure 5.

Fig. 5: A-PUF architecture details on the FPGA used for
experiments.

Test 3 uses a slightly modified version of the PUF used in
Test 0. Rather than returning only one bit per query, it returns
the results of all possible comparisons between the two banks,
i.e. 128 bits of response. Clearly because of the limitation of
the AXI interface, this implementation cannot also provide the
values of the counter registers for each response bit.

The PUF leveraged for the Test 4 provides 96-bit unique
identifier based on the intrinsic manufacturing variations of in-
dividual FPGA chips [53]. Each bit of the ID is determined by
an asynchronous PUF cell, which consists of a ring oscillator
controlled by a latch. The ring oscillator, implemented with
a simple feedback inverter, generates oscillations influenced
by the specific physical characteristics of the FPGA, such as
routing delays and semiconductor variations. When the PUF
is enabled, the latch in each cell controls the oscillator by
allowing it to oscillate temporarily before obtaining its state (0
or 1). To avoid interference between oscillators, a shift register
activates cells sequentially, ensuring precise timing control.

In Test 5 a Hybrid Arbiter-Butterfly PUF is evaluated. Such
PUF implementation combines two key elements: arbiter-
based PUFs and butterfly cells, leveraging both timing path
differences and metastable behavior to enhance the complexity
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and unpredictability of the response. The PUF architecture
is arranged in stages, each of which involves an arbiter, a
butterfly cell followed by another arbiter. The arbiter compo-
nents consist of a pairs of multiplexers that select different
signal paths based on the challenge bits. The butterfly cells,
on the other hand, are composed by cross-coupled flip-flops,
introducing controlled metastability, where small variations
in timing due to manufacturing discrepancies create unpre-
dictable but repeatable states, further amplifying the entropy.
The final stage employs D flip-flops to capture the state of
the signals, resulting in a single bit of response. Such basic
structure can be replicated to generate a response with multiple
bits.

Test 6 employs the same PUF design as Test 0, but in con-
trast to the latter, the hardware design includes seven distinct
PUFs implementation in disparate regions of the FPGA, as
shown in Figure 6.

Fig. 6: 7 RO-PUFs implemented on the FPGA used for
experiments.

All PUFs are stimulated in an identical manner, i.e. utilizing
an identical set of challenges, aiming to determine which
instance best performs.

Finally, Test 7 replicates the configuration of Test 0 but is
conducted under a different environmental temperature. This
experiment is expressely designed not to provide an exhaustive
analysis of all possible environmental factors, but rather to
just demonstrate the capability of our evaluation-system to
properly consider them. In particular, it allows to analyze the
possible correlation between the temperature variation and the
oscillation frequencies of ROs. Other factors, such as voltage
fluctuations and device aging, are also intrinsically supported
by the system, which allows precise control over the duration
of an experiment and the acquisition of voltage measurements.

B. Results

Figure 7 shows the bit-aliasing values. As can be easily
observed, the PUFs exhibiting good bit-aliasing values are
those of tests 0, 3, and 4, respectively figures 7a, 7d and 7e.

Except for a few bits where color bands tend toward yellow
or purple, i.e. respectively 1 or 0 of bit-aliasing, most bits
are represented by greenish coloring, indicating values close
to 0.5. Tests 1 and 2, on the other hand, have poor bit-
aliasing values, except for discrete values found in the bit
of position 2 in Test 2 in correspondence with high values
of challenge, see Figure 7c. The scarce quality of these two
implementations is also evidenced by the uniqueness values
reported in Table V. This confirms the known difficulty of
being able to find perfectly symmetric paths for signals on
FPGA, that can impact the responses solely because of their
nanoscopic differences. Hence, these designs need to be further
investigated and modified to achieve better metrics. As an
example of the aforementioned, the PUF employed in Test
5, while fundamentally based on an Arbiter architecture,
demonstrates improved performance due to the integration of
a bistable cell, which enhances the entropy of the response,
as can be clearly observed from the results in Table V and
Figure 7f. Regarding reliability measure, the results are plotted
in Figure 8. In all cases, the values are exceptionally high,
except for Test 5 in Figure 8f. It is evident that in Tests 3 and
4, Figures 8d and 8e respectively, the standard deviation is
zero, given that the PUF only accepts a single challenge value.
Finally, Tables V shows the uniformity and uniqueness values
of the tests just analyzed. Clearly, for Test 0 these metrics are
not reported since the PUF response is represented on only
one bit.

Regarding Test 6, reliability and uniqueness are given in
Table VI, in terms of mean and standard deviation, while bit-
aliasing and uniformity are respectively reported in Figures 10
and 11. The data show that, except for reliability – always
consistently equals to 0.99 –, metrics can change by several
percentage points, depending on the area of the FPGA chosen
for the PUF placement.

Ultimately, analyzing data from Test 0 and Test 7, as
expected, the operating temperature of the circuits affects the
oscillation frequencies of the ring oscillators. In Figure 9, we
report the heatmaps of devices 2 and 6, showing how the
frequency difference between the ROs of block 1 and block 2
varies with temperature. Bits represented by highly saturated
colors (red or blue) are those that exhibit greater resilience to
temperature variations. Conversely, bits depicted in a grayish
color are characterized by less pronounced frequency differ-
ences between block 1 and block 2, making them potentially
more susceptible to instability. Specifically, subfigures 9a and
9b represent data of device 2, while subfigures 9c and 9d
data of device 6. It is important to note that in all graphs,
data are not available across the entire range of temperatures
shown. The gaps are due to the experiments being conducted
in a room at ambient temperature—first with the heatsinks
attached to the boards active (subfigures of Figure 9 on the
left), and subsequently with them inactive (subfigures on the
right). As well as being visible graphically, further proof that
the frequency variation fluctuates more at higher temperatures
comes from the mean of the variances conducted on all
frequency variations of bits. The average variance goes from
5.09 Mhz to 11.42 Mhz for device 2, while for device 6 it goes
from 5.09 Mhz to 11.5 Mhz. These types of results can be
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Fig. 7: Bit-aliasing results of Tests 0 to 5.

The x-axis shows the position of the bits in the responses, while the y-axis shows the index of the challenges sent to the
PUFs. Finally, the colour scale indicates the resulting bit-aliasing value. Yellow means that, for a given challenge, the bit on
all devices is always equal to 1, while purple is always equal to 0.

very useful when cross-referenced with those obtained from
all other devices to aid in identifying a common subset of
stable bits.

TABLE V: Uniformity and Uniqueness results of Tests 0 to
5.

Uniformity Uniqueness
Test Mean Std Mean Std
Test 0 n.a. n.a. n.a. n.a.
Test 1 0.433348 0.203739 0.028948 0.036607
Test 2 0.528323 0.316405 0.032599 0.040439
Test 3 0.603338 0.277523 0.480992 0.0
Test 4 0.484375 0.039045 0.513338 0.0
Test 5 0.497826 0.143418 0.232832 0.084725

TABLE VI: Reliability and Uniqueness of Test 6.

Reliability Uniqueness
idPuf Mean Std Mean Std
0 0.99 0.00 0.37 0.0
1 0.99 0.00 0.38 0.0
2 0.99 0.00 0.37 0.0
3 0.99 0.00 0.42 0.0
4 0.99 0.00 0.43 0.0
5 0.99 0.00 0.44 0.0
6 0.99 0.00 0.36 0.0

C. Analysis of System Performance

This section presents a performance analysis of the proposed
evaluation-system, focusing on three main aspects: registration
latency, communication throughput, and overall efficiency.

1) Device Registration Latency: To investigate the be-
haviour of the proposed system under realistic conditions and
at larger scale than our physical testbed permits, we rely on
an emulation campaign where multiple parallel instances of
the device application execute on a separate Linux host. Each
instance simulates a distinct device and communicates with the
server over a commercial 802.11n Wi-Fi router, using the same
UDP-based protocol and registration logic implemented on the
actual physical device. Upon startup, each emulated device
undergoes a full initialization sequence including network
boot, IP assignment via DHCP, and registration to the server
via multicast request. The server logs the timestamps of
all registration events, allowing us to compute the elapsed
time between device activation and successful registration
acknowledgment. Preliminary results on 100 concurrent emu-
lated devices, depicted in Figure 12, suggest that registration
latencies remain within acceptable bounds under moderate
load. These observations confirm the ability of the proposed
system to support the parallel registration of multiple devices,
without immediate performance degradation.
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Fig. 8: Reliability results of Tests 0 to 5.

The x-axis shows the device used for the test, while the y-axis the value of reliability across the various challenges.
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Fig. 9: Difference of ROs fequencies under temperature variation for devices 2 and 6, obtained in Test 6.

The y-axis shows the challenges, while on the x-axis there are the temperatures. The color represents the variation of frequency
between bank 1 and bank 2 of RO-PUF. Subfigures 9a and 9b represent data of device 2, while 9c and 9d device 6.

2) Theoretical Communication Throughput: During stan-
dard operation, each device periodically sends UDP messages
to the server containing raw PUF responses. Considering
an average PUF response of 256 bits, our communication

protocol entails a 57 bytes of useful data, excluding transport
and network layer headers. Assuming a nominal 802.11n net
throughput of 150 Mbps and a per-packet size of approx-
imately 85 bytes – 57 bytes of payload + 8 bytes UDP
header + 20 bytes IP header –, the maximum theoretical
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Fig. 10: Bit-aliasing results of PUFs 0 to 6 analyzed in Test
6.

number of packets per second the channel can sustain is:
Thmax = 150,000,000 bit/s

85×8 bit ≈ 220 packets/s. While this upper
bound does not account for contention or processing delays,
it provides a meaningful reference for evaluating system
capacity. Notably, in practical scenarios involving delay-based
PUFs, the response generation time on the device side can
range from a few milliseconds up to nearly one second,
depending on the specific implementation under test. Hence,
sustaining an average query rate of one request per second per
device is not only realistic, but also consistent with the intrinsic
timing constraints of PUFs evaluation. This suggests that the
estimated channel capacity is adequate to support large-scale
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Fig. 11: Uniformity results of PUFs 0 to 6 analyzed in Test 6.

experiments without becoming a limiting factor.
3) Evaluation Efficiency: To measure how efficiently the

proposed solution responds to the challenges presented in
Section I, it is useful to analytically estimate the amount of
time Tr required for the realization of a new PUF. Considering
performing experiments sequentially on N devices, such time
can be represented as Te = TD + N · (TS + Tt), where TD

is the time for the design of the new PUF; TS the time to
set the single experiment; and, Tt is the time required to
execute the experiment. As experiments can be automatically
and simultaneously launched on all devices, the proposed
evaluation-system allows to reduce the overall time Te at the
cost of TD, TS and Tt.

VI. CONCLUSIONS AND FINAL REMARKS

A comprehensive evaluation of PUFs is often hampered
by the difficulty of acquiring large datasets from different
devices. As a direct consequence, we are witnessing new PUF
proposals that are either evaluated on a limited amount of
data or are slowed down by the impossibility of researchers
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and developers to focus solely on implementation aspects of
their novelty. To address this bottleneck which is stalling
innovation in PUF-based hardware security, we present an
innovative and flexible evaluation-system designed to au-
tomate the characterization of FPGA-based PUFs at scale.
Our proposal introduces a groundbreaking approach to PUFs
evaluation by combining modularity, automation, and ease of
use. Its architecture enables seamless integration of a wide
variety of PUF implementations, supporting users in evaluating
critical performance metrics such as uniqueness, reliability,
uniformity, and bit-aliasing across multiple devices. Moreover,
since the system is designed to expose both raw and processed
data, it is inherently suitable for integration with additional
analysis pipelines. This includes, for example, the use of
adversarial testing methodologies, such as machine learning-
based modeling attacks, to assess the resilience of a PUF
design against predictive models. Finally, its configurability
allows researchers to design and conduct experiments tailored
to specific PUF characteristics, thereby overcoming many of
the limitations associated with current evaluating platforms.
Looking ahead, we envision the integration of other devices
to increase the current total number, also considering heteroge-
neous FPGA-hardware architectures along with PUFs beyond
the FPGA domain, in order to further enhance the versatility
of the system.
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