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ABSTRACT
With the rapid proliferation of Internet of Things systems, ensuring
secure communication for those applications that need to exchange
sensitive and/or critical data is one of the major issues to be faced.
Traditional security mechanisms are often impractical due to the
constrained resources typically available on IoT devices. On the
other hand, Physical Unclonable Functions are emerging as one of
the most promising technologies to address security-related chal-
lenges. In this manuscript, we propose a novel scheme leveraging
PUF-chains to facilitate key agreement between two devices. The
scheme employs a trusted third party for secure communications;
additionally, it facilitates seamless and continuous modification
of the cryptographic key employed, by resulting really suitable in
systems for moving target defense. To demonstrate the feasibility
of our proposal, we take into account an implementation of the
solution on resource-constrained devices, specifically ESP8266, and
conducted a thorough analysis in terms of communication and
computational costs, time orhead and formal security verification.
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1 INTRODUCTION
Nowadays, technological advances are driving down the price of
sensors and microcontrollers while making it easier to connect such
devices to the Internet. Combined with the growing demand for
smart-things, this phenomenon is leading to the increasing diffu-
sion of the Internet of Things (IoT). Such a paradigm is widely used
in many fields ranging from healthcare [25] to smart-cities[19],
bringing an increasing welfare for human society. However, despite
the aforementioned advantages, the widespread use of IoT devices
in daily life raises concerns about their security. Specifically, secu-
rity breaches of IoT nodes, due to their pervasiveness in human life,
may not only violate the privacy of their users but also harm their
health [28].

Among all the security properties, mutual authentication and
confidentiality are considered fundamental to guarantee in an IoT
system [18]. The former ensures that only two authentic nodes
are capable to correctly identify each other preventing malicious
devices to be identified as authentic; on the other hand, the latter
guarantees that only trusted nodes can access to the data being
exchanged avoiding malicious nodes to obtain confidential informa-
tion. Despite the need to respect these properties, in order to meet
the high security requirements of IoT systems, classical security so-
lutions can not be directly applied to IoT nodes due to the presence
of resource constrained devices, such as Radio Frequency Identifi-
cation (RFID) [16]. In fact, these devices face limitations in memory,
computational capabilities, power supply when battery-packed, or
silicon area, making it challenging to use traditional symmetric
or asymmetric key encryption schemes. As a result, researchers
have focused on developing lightweight authenticated key distri-
bution algorithms that meet the aforementioned properties while
remaining executable on such devices [13]. Furthermore these solu-
tions, differently from the ones used in classical computing systems,
must be resilient against physical attacks in which an attacker tam-
pers directly with nodes [7]. To meet these stringent requirements,
researchers are increasingly proposing Physically Unclonable Func-
tion (PUF)-based authentication and key distribution algorithms.
Silicon PUFs are lightweight hardware cryptographic primitives
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that can be employed to generate cryptographic keys by exploiting
the random fabrication imperfections of the circuit itself. For this
reason, it is theoretically computationally infeasible for an attacker
to be able to reproduce the behavior of a PUF, which, therefore,
enjoys the property of nonclonability.

In this paper, we propose a PUF-based authenticated key-agreement
scheme allowing an IoT node to mutually authenticate with a cen-
tral controller by simply interrogating its PUF, without any ad-
ditional cryptographic-material to be stored, hence removing the
need of having secure-memories. Our solution allows for confiden-
tial data exchange between nodes without any explicit key agree-
ment procedure, since they use as a key an already shared secret
among involved entities. Moreover, since the cryptographic keys
are automatically updated after each data transmission, our pro-
posal is particularly suitable for the Moving Target Defense (MTD)
mechanism, in which cryptographic material is frequently changed,
making it impossible for an attacker to detect the cryptographic
key used by exchanged messages [9]. We prove the security of our
proposal by using the Scyther Tool [10]. Furthermore, to demon-
strate the suitability of the proposal for a real IoT scenario, we
implemented the protocol using the commercial micro-controller
ESP8266, showing that our solution is applicable at the cost of
negligible computational overhead.

The remainder of this work is structured as follows: Section 2
provides some basic preliminaries; Section 3 introduces the pro-
posed protocol; Section 4 contains a comprehensive analysis of the
proposal; Section 5 reviews the existing PUF-based mutual authen-
tication and key exchange protocols in literature; and, finally, in
Section 6, we draw the conclusion of the manuscript.

2 PHYSICAL UNCLONABLE FUNCTIONS
In this Section, we provide a brief overview of PUFs and the con-
cept of PUF-chain based authentication schemes that we exploit to
design our proposal.

2.1 PUFs and authentication schemes
PUFs are non-invertible functions built on the basis of nanoscale
phenomena of physical objects, as for example integrated circuits,
lenses, solar cells, crystals and magnets. As these phenomena are
random in nature, the associated PUF is non-predictable. For in-
stance, silicon PUFs are based on random imperfections introduced
during manufacturing process of an integrated circuit, such as
SRAM-PUF [8], Arbiter PUF [11] and Ring-Oscillator based PUF
(RO-PUF) [23], just to cite a few examples.

PUF exhibits a behavior whereby an object which embeds one
can be uniquely identified. As a matter of fact, when a PUF is stim-
ulated with a random input, called challenge, it will produce an
unpredictable output, called response. In addition, a PUF stimulated
with different challenges will produce different responses; further-
more the same challenge, when submitted to different PUFs will
produce different responses, as depicted in Figure 1.

The set of all possible challenge-response pairs that could be
extracted from a PUF is commonly called the Challenge-Response
Pair (CRP)-set. Depending on the size of that set, a PUF can be
classified into strong or weak PUFs [2]. In particular, strong PUFs
possess an exponentially large set of CRPs over the number of

Figure 1: Typical PUF behaviour.
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Figure 2: Typical use of PUF in security protocols, based on
CRP exchange.

challenge bits while weak PUFs have a limited number of CRPs.
For this reason, the former type is used for complex cryptographic
protocols while the latter is used for key-storage [15].

Because it relies on random phenomena, a PUF may not be able
to generate the same response when queried multiple times with
the same challenge. For this reason, when a challenge is presented
to a PUF for the first time, a bit string called helper-data is generated
using a fuzzy extractor [2]. When the PUF is queried a second time
with the same challenge, the helper-data is used to reconstruct the
original response.

Many protocols in the scientific literature exploit the inherent
properties of PUF [2] and simple exchanges of CRP to construct
more complex mechanisms that aim to ensure security in communi-
cations, especially for resource-poor devices. Generally, the scheme
behind these protocols involves the execution of two distinct phases,
shown in Figure 2. Upon conclusion of the manufacturing process,
a device 𝐷 is subject to a first phase, called enrollment, performed
strictly in a secure environment, i.e. not vulnerable to attacks by
potential malicious agents. The purpose of the enrollment is, indeed,
to establish a trustworthy reference between a device 𝐷 , equipped
with a PUF, and a verifier, generally with high computational and
storage capabilities. To this aim, the verifier submits a random set
of challenges to the PUF of device 𝐷 , keeping their respective re-
sponses, along with their helper-data, in a secure memory. Once
that phase is over, the device is deployed in a typically non-secure
environment where, during a verification phase, the verifier inter-
rogates it with a specific challenge and its helper-data, previously
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recorded, and checks whether the obtained response matches the
one saved in its secure memory. If the verification is successful, the
verifier can properly authenticate the device𝐷 . Such a basic scheme
clearly provides only one-way authentication, since the device is
not able to verify the authenticity of the verifier. Furthermore, as-
suming the devices are stateless, they are unable to distinguish a
challenge provided by the verifier or reused by an attacker.

2.2 PUF-chains
In order to overcome the aforementioned problem and prevent
the device having to save CRPs recorded by the verifier during
the enrollment, thus requiring a large amount of non-volatile and
secure memory, in [6], the authors propose for the first time the
concepts of PUF-chains and sentinels.

Let 𝐷 be a device equipped with a PUF and 𝜃 (·)𝐷 be the mathe-
matical function representing the PUF of 𝐷 , a PUF-chain 𝛾𝐷,𝑐0,𝑀
can be seen as𝑀-iterative queries of the PUF, starting from a ran-
dom challenge 𝑐0, such that at each query the selected challenge
matches the response obtained in the previous interrogation, named
link 𝑙𝑖 . For instance, 𝜃2 (𝑙𝑖 ) represents querying the PUF twice con-
secutively starting from the link 𝑙𝑖 . During the enrollment phase
of a device, it is essential that the extracted chains do not contain
repeated links inside them; and, in addition, by selecting different
starting challenges, randomly, the chains do not have links in com-
mon with each other. Moreover, given a link 𝜎0 belonging to the
PUF-chain 𝛾𝐷,𝑐0,𝑀 and given a positive integer 𝑆 , links that appear
in the chain after 𝜎0 at multiple positions of 𝑆 are called sentinels
and constitute the sentinel set

∑
𝐷,𝜎0,𝑆 .

By leveraging these concepts, it is possible to use PUF-chains in
applications where users can advance on the chains by consuming
their links, without worrying about running into some previously
used link, event that would jeopardize the security of the PUF-based
application. In this regard, sentinels play a key role: while at least a
number of consecutive links equal to 𝑆 – sentinel period–, need to
be known to properly execute a PUF-chains protocol, it is enough to
expose no more than S-1 links of the chain. Following these princi-
ples, in [4–6], the authors propose a family of protocols for mutual
authentication and confidential communication between nodes in
Cloud-Edge domains. More specifically, thanks to an initialization
procedure both verifier and device synchronize on a same link –
e.g. 𝑙𝑖 – of the used PUF-chain. Thus, during the verification phase,
both entities are able to challenge the other by sending the next
link in the chain, 𝑙𝑖+1, and verifying its corresponding response,
𝑙𝑖+2.

It should be noted that for the proper adoption of these protocols,
the device must implement just a secure𝑄 register in which to save
the last-exchanged chain-link, limiting the required secure memory
on device side to the width of a PUF response, i.e. the width of
a single link. On the other hand, the verifier, differently from the
device, needs to save the entire PUF-chain. Hence, the memory cost
on the verifier side, for a single PUF-chain, is equal to the number of
enrolled links multiplied by the width of the single link. Moreover,
both the device and the verifier must have an 𝑆-module counter
to skip sentinel links of the chain. Furthermore, these protocols,
are completely transparent to the strategy used to reconstruct,
on the device side, the original links of a chain collected during

the enrollment since they consist simply of PUF queries. Recently,
the authors of [1] detected and solved two attacks in PHEMAP
initialization procedure: verifier impersonation attack and device
traceability attack.

3 SECURE COMMUNICATION SCHEME
Based on the concepts of PUF-chains and sentinels, we present a
novel scheme for secure communication of two devices relying
on a Third Trusted Party (TTP), referred to as verifier, that has
good computational and storage capacity. The verifier could either
be the entity itself that enrolled the devices, or, in a multi-tiered
network, it could be the network node closest to them, such as a
gateway, that received via a secure-communication channel their
PUF-chains. The proposed scheme entails two main phases, also
referred as procedures: an initialization phase, shown in Figure 3,
in which a device synchronizes with the verifier on a same link of
its chain; and, a communication phase, shown in Figure 4, in which
two devices that want to communicate with each other, encrypt
their communications using a link of their chain as encryption key,
by leveraging the verifier as a trusted proxy-server.

Let us suppose that devices 𝐴 and 𝐵 want to communicate with
one each other; that they have embedded PUFs; and, that enrollment
of their PUFs has been carried out in a secure environment in such
a way as to extract a set of PUF-chains enjoying the properties
described in Section 2.2. It should be noted that when either the
verifier or devices encounter a sentinel along the chain, they bypass
that particular link and proceed forward. Therefore, if 𝑙𝑖 is marked
as a sentinel, they simply utilize 𝑙𝑖+1.

Before𝐴 and𝐵 can securely communicate, an initialization phase,
sketched in Figure 3, is required so that both nodes agrees on what
link of the enrolled PUF-chains they should use for communications.
In particular, the verifier, owing the PUF-chains of both devices, is
the initiator of this procedure, also called synchronization. First, it
generates a random number 𝑛 and, then, it constructs two values, 𝑣1
and 𝑣2, by exploiting the links in the chain of the device, e.g. device
𝐴, with which it wants to synchronize, starting from a specific link,
e.g. 𝑙0, which has not yet been used. Specifically, 𝑣1 = 𝑙1⊕𝑙2⊕𝑛, while
𝑣2 = 𝑙3 ⊕ 𝑛. Then, it sends the plaintext message𝑚1 = {𝑙0, 𝑣1, 𝑣2} to
the device, which, upon receiving themessage, calculates 𝑣1⊕𝑣2 and
checks that it is equal to the XOR operation among the three links
following the link 𝑙0 received in cleartext, i.e., 𝜃 (𝑙0) ⊕𝜃2 (𝑙0) ⊕𝜃3 (𝑙0).
If the verification succeeds, 𝐴 extracts the random value generated
by the verifier, 𝑛 = 𝑣2 ⊕ 𝜃3 (𝑙0). Then, using a randomly generated
value 𝑟 , it calculates the values 𝑑1 = 𝜃4 (𝑙0) ⊕ 𝑟 , 𝑑2 = 𝜃5 (𝑙0) ⊕ (𝑟 ∧𝑛)
and responds with𝑚2 = {𝑑1, 𝑑2}. Once𝑚2 is received, the verifier
extracts 𝑟 = 𝑙4 ⊕𝑑1 and compares 𝑑2 with the computed 𝑙5 ⊕ (𝑟 ∧𝑛).
If the comparison succeeds, the verifier asserts that the device
has obtained its nonce 𝑛 and, in order to prove to 𝐴 that it was
able to extract nonce 𝑟 , it generates 𝑣3 = 𝑙6 ⊕ (𝑟 ∨ 𝑛) and sends
𝑚3 = {𝑙0, 𝑣3}. The device checks that the verifier has extracted
its 𝑟 value by comparing 𝑣3 with 𝜃6 (𝑙0) ⊕ (𝑟 ∨ 𝑛) and closes the
initialization procedure saving in its 𝑄 register the last used chain
value, namely 𝑙6. From this point on, both the verifier and the device
are synchronized on the 𝑙6 link of the PUF-chain.

When both 𝐴 and 𝐵 devices have completed the initialization
procedure and are synchronized with the verifier on the 𝑙6 and 𝑝6
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Verifier Device

Figure 3: Initializaton phase of the proposed scheme.

links, respectively, our secure communication scheme, as illustrated
in Figure 4, can be accomplished. Without loss of generality, let
device𝐴 be the sender of message 𝑐 to 𝐵. Bearing in mind to always
skip sentinel links, device𝐴 uses the successive link to one saved in
its𝑄 register as encryption key, i.e. 𝜃 (𝑄); and, the successive again,
i.e. 𝜃2 (𝑄), as authentication tag 𝑎 for the message𝑚4 to send. Then,
it sends the message𝑚4 = 𝐸𝑛𝑐𝜃 (𝑄 ) (𝑐, 𝑎) to the verifier. The latter
deciphers the received message, by leveraging the successive link of
the chain, i.e. 𝑙7, obtaining the plaintext (𝑐, 𝑎); then, it verifies if the
received authentication tag 𝑎 matches the link 𝑙8. If this verification
succeeds, the verifier can assume that the message is authentic and
repeats the same procedure adopted by device 𝐴, to redirect the
message 𝑐 to device 𝐵. This time, however, the verifier utilizes the
links of device 𝐵 as encryption key and authentication tag, 𝑏, i.e. 𝑝7
and 𝑝8 respectively, in order to send the message𝑚5 = 𝐸𝑛𝑐𝑝7 (𝑐, 𝑏).
Device 𝐵 deciphers the message and verifies the authenticity of its
content by consuming two links of its chain. Finally, it sends an
outcome of these operations to the verifier, via message𝑚6, which,
in turn, communicates redirects it to device A, through message
𝑚7. Clearly, by adopting the same encryption key selection and
authentication tag procedures, two more links from the respective
device chains are consumed for both messages. This is the reason
why, at the end of the communication procedure, if all is successful,
devices 𝐴 and 𝐵 will be synchronized with the verifier on the 𝑙10
and 𝑝10 links, respectively. Note that in case, for whatever reason,
the verifier loses synchronization with device 𝐵, there would be
no 𝑚6 message; nevertheless, the verifier could still provide the
negative outcome of the communication to device A –for instance,
by activating a timer–, preserving its synchronization on the 𝑙10
link.

Bear in mind that the scheme just described, expects to use a
sentinel period of 4, however it can be changed. In that case, it
is also necessary to modify the way messages𝑚1,𝑚2 and𝑚3 are

Verifier Device BDevice A

c = message to send

Figure 4: Communication phase of the proposed scheme.

constructed, by leveraging the equations:

𝑚1 =

{
𝑙𝑖 ,

(
𝑆−3∑︁
𝑗=0

𝑙𝑖+1+𝑗

)
⊕𝑛, 𝑙𝑖+𝑆−1 ⊕ 𝑛

}
= {𝑙𝑖 , 𝑣1, 𝑣2}

𝑚2 = {𝑙𝑖+𝑆 ⊕ 𝑟, 𝑙𝑖+𝑆+1 ⊕ (𝑟 ∧ 𝑛)} = {𝑑1, 𝑑2}
𝑚3 = {𝑙𝑖 , 𝑙𝑖+𝑆+2 ⊕ (𝑟 ∨ 𝑛)} = {𝑙𝑖 , 𝑣3}

(1)

introduced in [6]. The protocol is resilient to transmission errors
by simply starting a new synchronization procedure among the de-
vice and the verifier. Moreover, in case of packet loss, each involved
entity can implement a timer and restart a new synchronization
procedure after the timer is expired.

As final remark, we point out that our proposal is also suitable
when a device establishes multiple end-to-end communications
with different devices. If a device embeds only one secure Q register,
all communications must be serialized to maintain synchronization
between the verifier and the initiator – i.e., before another secure
transmission begins, a device must receive the𝑚7 message from
the verifier. However, if a device has the ability to store multiple
secure registers, then – unlike the previous solution –, subsequent
communication can begin before the𝑚7 message is received, by
using parallel synchronizations on different PUF chains. Of course,
this approach must be supported accordingly on the verifier side,
by synchronizing with the same device on different chains.

4 PROTOCOL EVALUATION
This Section provides to readers an in depth evaluation in terms
of computational costs, communication costs, time overhead and
formal security of the proposed protocol.

4.1 Computational costs analysis
In order to prove the lightweight nature of the protocol, for each
one of its procedures, we investigate computational costs on both
device and verifier sides. To make this analysis agnostic to the
specific target implementation, we consider this cost as the sum of
the different operations involved, as shown in Table 1.

It is evident that both the initialization and communication
phases require symmetric operations for both the node and the
verifier. Moreover, the PUF query for a device corresponds to a
memory access for the verifier since it checks the validity of a link
by accessing its memory. As demonstrated in [6] this can introduce
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Table 1: Computational cost of the protocol in each different phase. Each operation type is indicated with its name in uppercase.
XOR: bitwise XOR operation. MEM: memory access. PUF: PUF query. AND: bitwise and operation. OR: bitwise or operation.

Initialization phase Communication phase
Device (S + 2) · (MEM + XOR) +𝐴𝑁𝐷 +𝑂𝑅 𝐸𝑁𝐶 + 𝐷𝐸𝐶 + 4 · PUF
Verifier (S + 2) · (PUF + XOR) +𝐴𝑁𝐷 +𝑂𝑅 𝐸𝑁𝐶 + 𝐷𝐸𝐶 + 4 ·MEM

more computational overhead on the verifier side since the time
required to obtain a PUF response is lower compared to a memory
access.

Except from PUF queries and memory accesses, the initialization
phase requires only simple binary operations, reducing the compu-
tational overhead of an initialization procedure to a minimum.

The communication phase instead relies on symmetric encryp-
tion and decryption operations. Therefore, the computational cost
depends on the type of encryption algorithm used. For this reason,
lightweight cryptographic algorithm should be used; in particular,
Chaskey [24] results to be one of the best performing in terms
of execution time and memory usage according to the FELICS
benchmark 1. As final remark, it is worth noticing that during a
communication the three involved entities perform encryption and
decryption operations on data of different sizes. The device starting
the communication encrypts the message to cipher with a link of its
PUF-chain, and deciphers the content of message𝑚7 corresponding
to the size of a link of a PUF-chain. Similarly, the receiver decrypts
the received ciphertext and encrypts the PUF-chain link used to
complete the procedure on its side.

4.2 Communication costs analysis
One of the key requirements of authentication and key exchange
protocols is having minimum impact on the network overhead. For
this reason, similarly to the computational analysis, we calculate
the communication overhead of our proposal in each one of its
phases. Specifically, by indicating with Size(.) the size of a specific
value, we consider the total overhead as the sum of the sizes of the
exchanged messages.

Given that all 𝑙𝑖 links in a PUF-chain have the same size, the
initialization phase causes a network overhead of 7 · Size(𝑙𝑖 ). This
constant value indicates that the initialization has minimum impact
on the overall network traffic; for example, by assuming to use PUF
responses of 256 bits, the total overhead would be 1792 bits.

Conversely, the communication phase depends on the size of the
ciphertext. Specifically, message𝑚4 and𝑚5, by supposing to use a
block cipher, requires 2 · Size(𝑐) + 2 · Size(𝑙𝑖 ) in which 𝑐 indicates
the ciphertext. The last two messages of this phase introduce a con-
stant overhead of 2 · Size(𝑙𝑖 ). Since the communication overhead
of a classical ciphertext transmission is Size(𝑐) the total introduced
overhead of the communication phase, considering all the message,
is Size(𝑐) + 4 · Size(𝑙𝑖 ). Therefore, in light of the fact that the intro-
duced overhead increases linearly with the size of the 𝑐 , we can
infer that the protocol is scalable w.r.t. the size of the ciphertext.

1https://www.cryptolux.org/index.php/FELICS

4.3 Formal security analysis
Formally verifying the security of communication protocols typi-
cally involves the utilization of specialized analysis tools such as
Vispa, ProVerif, Scyther, and Spin. Through these tools, it is possible
to implement a model describing the behavior of the system under
analysis using their specific language. Each entity involved in the
protocol, such as verifier and device, is assigned to a specific role,
detailing the primary actions it performs within the system. For
our study, in particular, we utilize Scyther [10], one of the most
widely adopted security tools in the scientific community, which
leverages the Security Protocol Description Language (SPDL). We
adopt the Dolev-Yao model [12], where an attacker can eavesdrop
on all packets on the network and impersonate any device. The
only limitation to his capabilities are cryptographic operations such
as encryption. The Figure 5 presents the obtained results, while
Listing 1 shows the SPDL model used to verify the initialization
procedure of the proposed scheme.

Listing 1: SPDL model for the initialization procedure of the
proposed scheme.
con s t PUF : Func t i on ;
c on s t XOR : Func t i on ;
c on s t AND: Func t i on ;
c on s t OR : Func t i on ;

macro l 1 = PUF ( l 0 ) ;
macro l 2 = PUF ( l 1 ) ;
macro l 3 = PUF ( l 2 ) ;
macro l 4 = PUF ( l 3 ) ;
macro l 5 = PUF ( l 4 ) ;
macro l 6 = PUF ( l 5 ) ;

macro v1 = XOR(XOR( l1 , l 2 ) , n ) ;
macro v2 = XOR( l3 , n ) ;
macro d1 = XOR( l4 , r ) ;
macro d2 = XOR( l5 ,AND( r , n ) ) ;
macro v3 = XOR( l6 , OR( r , n ) ) ;

p r o t o c o l F−PHEMAP1 ( V e r i f i e r , Dev ice )
{
r o l e V e r i f i e r
{
s e c r e t l 0 ;
f r e s h r , n : Nonce ;
send_1 ( V e r i f i e r , Device , l 0 , v1 , v2 ) ;
r e cv_2 ( Device , V e r i f i e r , d1 , d2 ) ;
match ( d2 , XOR( l5 ,AND( r , n ) ) ) ;
send_3 ( V e r i f i e r , Device , v3 ) ;
c l a im ( V e r i f i e r , S e c r e t , r ) ;
c l a im ( V e r i f i e r , S e c r e t , n ) ;
c l a im ( V e r i f i e r , N iag ree ) ; c l a im ( V e r i f i e r , Nisynch ) ;
c l a im ( V e r i f i e r , A l i v e ) ; c l a im ( V e r i f i e r , Weakagree ) ;
} ;

r o l e Dev ice
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Figure 5: Results of formal verification with Scyther tool

{
s e c r e t l 0 ;
f r e s h r , n : Nonce ;
r e cv_1 ( V e r i f i e r , Device , l 0 , v1 , v2 ) ;
match (XOR( v1 , v2 ) ,XOR( l1 , XOR( l2 , l 3 ) ) ) ;
send_2 ( Device , V e r i f i e r , d1 , d2 ) ;
r e cv_3 ( V e r i f i e r , Device , v3 ) ;
match ( v3 , XOR( l6 , OR( r , n ) ) ) ;
c l a im ( Device , S e c r e t , r ) ;
c l a im ( Device , S e c r e t , n ) ;
c l a im ( Device , N iag ree ) ; c l a im ( Device , Nisynch ) ;
c l a im ( Device , A l i v e ) ; c l a im ( Device , Weakagree ) ;
} ;

} ;

4.4 Time overhead analysis
To assess the lightness of the scheme and hence its suitability for
resource-constrained devices, we evaluate also the overall time
overhead, intended as the time required to perform the initialization
and communication phases. To this purpose, we select the ESP8266
board, equipped with a NodeMCU Lolin V3, as device node; and,
an Avnet Ultra96v2 with MPSoC ZynqUltrascale+ as verifier node.
For what pertains the PUF, since our scheme does not make any
assumption on the specific PUF, except for the adoption of strong
PUF, we use an abstract PUF implemented with the BLAKE hash
function of Crypto library2.

In Figure 6, we show the timing trend of the initialization phase
as the sentinel period changes, using 128-bit links. The trend of the
curve suggests, as previously analyzed, that the initialization time
increases linearly with respect to the sentinel period. For this reason,
the choice of this parameter implies a trade-off among security and
the overall overhead of the initialization phase. On the other hand,
the timings of the communication phase depends mostly on the size
of the ciphertext and on the specific cryptographic algorithm used.
As example, using a custom implementation of Chaskey [24], with

2https://www.arduino.cc/reference/en/libraries/crypto
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Figure 6: Time overhead as the sentinel period changes

a message of size 1024-bytes, the entire procedure is completed in
an average time of 138 ms.

5 RELATEDWORK
Silicon PUFs are being increasingly used to design lightweight
and secure communication protocols since the time required to
compute a response is low and they are hard to predict [14]. This
advantage, combined with the simplicity of implementing one even
in commercial microcontrollers [3], is leading to an increasing
adoption of these circuits to design security countermeasures for
IoT domains.

As previously mentioned, resource constrained devices benefit
from the use of PUFs in order to execute lightweight cryptographic
protocols. For RFIDs, in fact, the authors of [29] propose a PUF-
based protocol that involves the use of simple hash functions and
XOR operations to perform a mutual authentication in three ex-
changed messages. Another solution, designed for RFID, is the one
proposed [21] that entails the use of Deep Learning (DL). In particu-
lar, the authors propose a custom enrollment phase in which, from
an arbiter PUF embedded in the tag, a DL model is trained by using
a large CRPs set and stored into a secure database. Therefore, the
authentication procedure requires the tag reader to ask the database
for the model of a specific tag, so that it can validate the responses
to the challenges submitted to the arbiter PUF of the latter.

The capability of modelling a strong PUF upon collecting a large
number of CRPs can also be used from an attacker to predict PUFs
responses [27]. For this reason the authors of [17] propose a pro-
tocol by leveraging the concept of pseudo-challenge. The latter is
a binary-string sent in clear text and modified by a device using
a transformation function that maps the pseudo-challenge to an-
other value used as challenge. This approach avoids obtaining the
CRPs set by simply eavesdropping the exchanged messages making
difficult for an attacker to model the underlying PUF. A concept
similar to pseudo-challenges is the extended Challenge Response
Pair (eCRP) [22] that enables mutual authentication between two
IoT nodes without the involvement of a remote TTP. In particular,
an eCRP consists on a quintuple of three different challenges and
two binary-strings, obtained by combining the PUF responses of
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two devices using the XOR operation. The authors propose a pro-
tocol comprising two distinct phases. At first, two nodes mutually
authenticate with a PUF equipped gateway node, leveraging the
eCRP of the latter, collected during the enrollment. In the second
phase, the devices perform an authentication and key agreement
procedure with each other. A similar approach is the one proposed
in [22] in which a local server mutually authenticates with a pair of
nodes and distributes a key-mask pair to each one, allowing them
to perform a direct key agreement procedure among each other.
Another approach that minimises the involvement of a remote
server is that proposed by the authors of [20]. Their protocol, by
leveraging Elliptic Curve Cryptography (ECC) based Certificateless-
Public Key Cryptography (CL-PKC) allows mutual authentication
and key exchange between two end nodes, guaranteeing perfect
forward secrecy and solving the key escrow problem-i.e. the server
can not obtain the session key established between two legitimate
participants.

A different defense-strategy for modelling attacks is the one
proposed in [26]. In fact, the proposed protocol envisages that
a device first authenticates a server, using other cryptographic
primitives such as True Random Number Generator (TRNG), and
only then uses its PUF. This approach prevents brute force attacks in
which an attacker tries to obtains a large number CRPs by iteratively
launching authentication procedures.

6 CONCLUSION
In this manuscript, we have proposed a novel scheme aimed at
enabling secure end-to-end communication within an IoT system,
leveraging the PUF of the involved devices. By harnessing the
notion of PUF-chains, the new scheme initially establishes synchro-
nization between a device and a verifier. Subsequently, based on
this synchronization, communication between two devices can be
encrypted utilizing the next link of the chain on which devices
are syncronized. We conducted an in depth analysis of the costs
associated with our proposal, revealing its efficiency and applica-
bility even to devices with limited resources in terms of storage
and computation. Finally, we formally verified the security of the
scheme employing the verification tool Scyther.
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