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Context: Ensuring high levels of dependability in modern computer-based systems has become increasingly
challenging due to their complexity. Although systems are validated at design time, their behavior can be
different at runtime, possibly showing control-flow anomalies due to “unknown unknowns”.

Objective: We aim to detect control-flow anomalies through software monitoring, which verifies runtime
behavior by logging software execution and detecting deviations from expected control flow.

Methods: We propose a methodology to develop software monitors for control-flow anomaly detection through
Large Language Models (LLMs) and conformance checking. The methodology builds on existing software
development practices to maintain traditional V&V while providing an additional level of robustness and
trustworthiness. It leverages LLMs to link design-time models and implementation code, automating source-
code instrumentation. The resulting event logs are analyzed via conformance checking, an explainable and
effective technique for control-flow anomaly detection.

Results: We test the methodology on a case-study scenario from the European Railway Traffic Management
System/European Train Control System (ERTMS/ETCS), which is a railway standard for modern interoperable
railways. The results obtained from the ERTMS/ETCS case study demonstrate that LLM-based source-code
instrumentation can achieve up to 82.849% control-flow coverage of the reference design-time process model,
while the subsequent conformance checking-based anomaly detection reaches a peak performance of 95.957%
F1-score and 93.669% AUC.

Conclusion: Incorporating domain-specific knowledge to guide LLMs in source-code instrumentation sig-
nificantly allowed obtaining reliable and quality software logs and enabled effective control-flow anomaly
detection through conformance checking.

1. Introduction from the expected behavior [8,9]. Specifically, we focus on control-

flow anomaly detection, which deals with the identification of mis-

The complexity of modern computer-based systems increases their
exposure to several types of threats, including software defects, hard-
ware faults, and malicious attacks [1,2]. The usage of model-based ver-
ification and formal methods can significantly help in fault avoidance
and detection [3-5]; however, practical limitations in test coverage
and scalability of formal methods, as well as changes and uncertainties
in the system and its environments, make verification and validation
extremely challenging. These limitations pose risks to computer-based
systems’ dependability [6,7]. We aim to demonstrate that a higher
level of dependability can be achieved by software monitoring, which
involves logging the software execution and detecting any deviations

alignments between the expected flow of activities and their actual
sequencing [10].

Software monitoring has been implemented through runtime ver-
ification [11-14]. Runtime verification is closely aligned with formal
software specifications and can accurately identify errors that violate
them, although its effectiveness depends on the completeness and
correctness of the underlying models. In fact, runtime verification
requires the synthesis of software monitors by specifying properties
and assumptions about the execution, involving a thorough understand-
ing of the software functionality, strong observability guarantees, and
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Fig. 1. High-level view of the methodology and the conformance checking-based monitor. Humans are involved in the generation of the specification of the
application domain, the description of the process model capturing the software behavior, and the implementation of the software. The instrumented software is
generated by an LLM by bridging the high-level design with the low-level implementation. Users interact with the instrumented software, which generates logs
throughout its execution. These logs are automatically analyzed by a conformance checker, which provides fuzzy diagnoses. Finally, an anomaly detector uses

the fuzzy diagnoses to verify the presence of control-flow anomalies.

control over the environment in which the software is deployed [15].
These challenges are particularly pronounced in modern software sys-
tems, where maintaining strict consistency between system models and
their implementations is difficult due to system complexity and multi-
developer settings [16-18]. Moreover, increasingly complex systems
introduce incompleteness and uncertainty, including so-called ‘“‘un-
known unknowns” [19] and, more specifically, residual faults [20],
which cause anomalous behavior that cannot be anticipated due to
the lack of prior knowledge of their existence. Such emergent un-
wanted behavior can have multiple causes, such as system integration
of different, possibly commercial-off-the-shelf components or lack of
resources to evaluate all the possible normal and faulty scenarios of
the system [21,22].

To account for unforeseen behaviors and environmental uncertainty
at runtime, control-flow anomaly detection can exploit machine/deep
learning approaches to characterize the observable normal behavior
directly from log data and use such characterization to check for devia-
tions at runtime [23-28]. While these approaches are more flexible and
domain-agnostic, they suffer from significant and broadly documented
limitations related to their explainability and trustworthiness, which
hinder their deployment in critical scenarios [29]. Moreover, their data-
driven and domain-agnostic nature loosens the relationship with the
software specification, which makes connecting their diagnoses with
high-level designs more challenging.

In this paper, we address (1) the limitations of traditional run-
time verification in terms of its difficulties in capturing all possible
properties and assumptions about the monitored system, and (2) the
trustworthiness of machine/deep learning control-flow anomaly detec-
tion approaches and their lack of connection with high-level design. In
particular, our proposal combines a new instrumentation technique ca-
pable of automatically connecting software implementations with high-
level designs and conformance checking, an effective and explainable
method for control-flow anomaly detection. The instrumentation tech-
nique is based on Large Language Models (LLMs). LLMs are advanced
neural networks trained on vast amounts of code and textual data, en-
abling them to understand software structure and control flow [30]. By
leveraging these capabilities, LLMs can automatically generate instru-
mentation code and allow obtaining high-quality software logs, which
is a key requirement for quality conformance checking results [31-33].

Combining LLMs and conformance checking, we formulate the fol-
lowing two Research Questions (RQs):

* RQ1 (Source-code instrumentation): How can LLMs be lever-
aged to bridge high-level design models and software implemen-
tations and generate high-quality logs for subsequent monitoring
through conformance checking?

* RQ2 (Control-flow anomaly detection): How effective is con-
formance checking-based control-flow anomaly detection in iden-
tifying software anomalies using LLM-enabled software instru-
mentation?

To address these RQs, we propose a methodology enabling the
development of conformance checking-based monitors, whose high-
level view is shown in Fig. 1. Based on the application domain, a
requirements engineer develops a specification. This is used to drive
the design of a prescriptive process model and the development of
the software. The software is instrumented by an LLM, which bridges
the high-level design with the low-level structure and control-flow
of the software. The software log is generated when a user interacts
with the system and compared with the process model through a
conformance checker. This results in fuzzy diagnoses that an anomaly
detector processes to find any control-flow anomalies. In conclusion,
our proposal addresses the challenge of bridging software implemen-
tations with high-level software design through LLM-based software
instrumentation, and allows for the flexible alignment and deviation
identification using these designs through conformance checking.

We test the methodology and the conformance checking-based mon-
itor on a case-study scenario from the European Rail Traffic Man-
agement System/European Train Control System (ERTMS/ETCS), a
railway standard setting the specification for software development
and testing of modern interoperable railways [34]. The ERTMS/ETCS
requirements specification document, SUBSET-026, prescribes the be-
havior of train components in all reference operational scenarios.! The
results obtained from the ERTMS/ETCS case study demonstrate that
LLM-based source-code instrumentation can achieve up to 84.755%
control-flow coverage, while the subsequent conformance checking-
based anomaly detection reaches a peak performance of 96.610%
F1-score and 93.515% AUC.

In summary, the novel contributions of this paper are:

» A fuzzy and explainable conformance checking-based runtime
monitor capable of detecting control-flow anomalies from soft-
ware logs generated by LLM-instrumented code.

» A methodology to guide LLM-enabled source-code instrumenta-
tion and development of the fuzzy and explainable conformance
checking-based monitor for software monitoring of computer-
based systems.

1 https://www.era.europa.eu/era-folder/1-ccs-tsi-appendix-mandatory-
specifications-etcs-b4-r1-rmr-gsm-r-b1-mrl-frmes-b0-ato-bl


https://www.era.europa.eu/era-folder/1-ccs-tsi-appendix-mandatory-specifications-etcs-b4-r1-rmr-gsm-r-b1-mr1-frmcs-b0-ato-b1
https://www.era.europa.eu/era-folder/1-ccs-tsi-appendix-mandatory-specifications-etcs-b4-r1-rmr-gsm-r-b1-mr1-frmcs-b0-ato-b1

F. Vitale et al.

S
Build
movement Y-
authority | RBC <
6 \r - 4
Send Send
movement position
authority and speed
7 1 2 3
Calculate Request Request Gather
braking movement position position
curve authority  and speed and speed
| s—
Requesting End of  Preceding
train authority train

Fig. 2. Request of the movement authority and calculation of the braking
curve by a train in ERTMS/ETCS systems.

» The application of the methodology and the evaluation of the
monitor capabilities referencing the ERTMS/ETCS standard, a
real-world case study documenting the specification of European
railways.

The rest of the paper is organized as follows. Section 2 motivates the
research work through a detailed description of ERTMS/ETCS systems.
Section 3 presents the related works on software logging and anomaly
detection. Section 4 describes the conformance checking-based monitor
architecture. Section 5 describes the methodology driving the engi-
neering and use of conformance checking-based software monitoring.
Section 6 describes the case-study scenario from the ERTMS/ETCS
standard, the techniques employed for control-flow anomaly detection,
and the experimental factors and metrics. Section 7 presents the results.
Section 8 discusses the results as responses to the research questions,
and presents the threats to validity. Section 9 concludes and hints about
future research directions.

2. Motivation

Modern computer systems will run within increasingly variable
and unpredictable environments. A running example are railway sys-
tems, which are characterized by many sources of uncertainty, such
as environmental conditions, railway traffic, and connection issues
between on-board and trackside equipment [35]. In this paper, we
target the safety-critical ERTMS/ETCS railway systems, which control
the operation of trans-European railway traffic.

An ERTMS/ETCS railway system involves the digital elaboration of
data generated by trackside and on-board equipment [36]. Essential on-
board components are the Driver Machine Interface (DMI), European
Vital Computer (EVC), Balise Transmission Module (BTM), and the
Radio Transmission Module (RTM): the DMI enables the driver to
engage with ERTMS/ETCS procedures and control the train; the EVC
implements the needed logic for safely managing data flow within the
on-board subsystem and between on-track and on-board communica-
tions; the BTM reads information through Eurobalises; and the RTM
handles all the needed train-to-infrastructure communication logic. On
the trackside, the RBC supervises trains in its area and handles several
functionalities through the interlocking system to ensure efficient and
safe train operation. The type of processing depends on the level
of operation, from level 1 to level 3, which defines the degree of
automation and the needed trackside and on-board equipment. At level
1, the system uses active Eurobalises to transmit signals to the train,
providing discontinuous signaling. Level 2 introduces continuous radio
communication between the train and trackside equipment, enabling
more efficient operation. Level 3 adds moving block signaling and train
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integrity check equipment for even higher capacity. Let us consider an
example ERTMS/ETCS critical task: the acquisition of the movement
authority by a train. The movement authority provides information
about the distance from other trains to the EVC of a train. The EVC must
calculate the braking curve based on such information and on the static
speed profiles to ensure the safety of the passengers and infrastructure.
Fig. 2 shows the acquisition of the movement authority in ERTMS/ETCS
level 2 and level 3, which enables the calculation of the braking curve
of the requesting train by letting the RBC collect the train positions
wirelessly.

The case-study ERTMS/ETCS scenario that we target in our ex-
periments is the Start of Mission (SoM) procedure. This procedure is
rather complex and critical, as its goal regards obtaining a movement
authority at the start of a journey. The procedure includes: validating
the driver’s identity; registering to the closest RBC for train supervision;
reporting the train position; obtaining railway traffic information; and
obtaining the movement authority.

Although SoM is described in the ERTMS/ETCS system requirements
specification, it is mostly specified in natural language and can be
subject to interpretation ambiguity among different manufacturers of
system components. In fact, extensive field integration testing involving
different companies is usually required, which however cannot exclude
interaction anomalies in unspecified situations and edge cases. Software
monitoring can identify these anomalies by tracing and checking key
information regarding software executions. In the next section, we are
exploring related works on software monitoring and outlining the key
novelty of this work’s proposal in comparison to existing approaches.

3. Related work

This section provides an overview of the existing work regarding
software monitoring, which we split into software logging and software
anomaly detection.

3.1. Software logging

Binary-code instrumentation. literature has proposed many binary-code
instrumentation frameworks. Engelke and Schulz [42] presented In-
strew, which is similar to Valgrind, but optimizes instrumentation intru-
siveness by leveraging the LLVM compiler infrastructure. Mu et al. [45]
developed FlexInstru, which introduces a hardware-independent dy-
namic instrumentation framework. By leveraging a novel process at-
tachment/detachment mechanism and an instrumentation sampling
strategy, FlexInstru allows for flexible control over instrumentation
duration, effectively balancing profiling accuracy with runtime over-
head. While binary-code instrumentation is very flexible and can be
optimized to reduce its overhead regarding software execution time
and program size, source-code instrumentation typically leads to more
interpretable and higher-quality logs. This is pivotal to obtaining mean-
ingful descriptions of software executions.

Source-code instrumentation. Briand et al. [37] proposed the instrumen-
tation of Java programs to record objects’ interactions and log the se-
quences of messages exchanged. Their objective was to reverse engineer
the program and automatically obtain a sequence diagram to enhance
the understanding of the software’s internals. Cinque et al. [11] in-
troduced the rule-based source-code instrumentation technique, which
involves placing logging instructions in specific places in the pro-
gram according to a system representation developed at design time.
This allows for the collection of high-quality logs linked to the enti-
ties of the system and their interactions. Zhang et al. [38] proposed
a declarative approach to tag the structures of Java programs and
insert logging instructions corresponding to those structures. The ap-
proach requires querying the program and specifying instrumentation
commands, which can include logging instructions.
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Table 1

Comparison of the reviewed literature in terms of instrumentation of software logging and anomaly detection. The symbol “—” indicates that the reference did
not detail or include the related functionality. ML = Machine Learning, RV = Runtime Verification, PM = Process Mining.

Ref. Logging Anomaly detection
Type Flexible Log semantics Type Fuzzy Explainable
[37] Source code No High-level (object interactions) - - -
[11] Source code No High-level (service interactions) RV No Yes (intrinsic)
[38] Source code No High-level (object interactions) - - -
[12] Indirect Yes Low-level (system calls) RV No Yes (intrinsic)
[23] - - - ML Yes Yes (intrinsic)
[24] - - - ML Yes Partly (post-processing)
[39] ML Yes High-level (explicit messages) - - -
[40] - - - PM Yes Yes (intrinsic)
[13] Source code No Low-level (software variables) RV No Yes (intrinsic)
[41] - - - PM Yes Yes (intrinsic)
[42] Binary code Yes Low-level (system calls, memory access) - - -
[25] - - - ML Yes No
[26] - - - ML Yes No
[27] - - - ML Yes Partly (post-processing)
[43] ML Yes High-level (explicit messages) - - -
[44] ML Yes High-level (explicit messages) - - -
[28] - - - ML Yes Partly (post-processing)
[10] - - - PM + ML Yes Yes (intrinsic + post-processing)
[45] Binary code Yes Low-level (branches, instructions) - - -
This work ML Yes High-level (design-time model activities) PM + ML Yes Yes (intrinsic + post-processing)

Machine learning-based instrumentation. Recent research has also lever-
aged machine learning to automate the placement and generation of log
statements. Jia et al. [39] utilized random-forest classifiers to identify
necessary logging points within exception blocks. Addressing content
generation, Mastropaolo et al. [43] employed T5 transformers to auto-
matically produce complete log statements based on the surrounding
source code. Most recently, Wang et al. [44] applied LLMs via in-
context learning to both locate logging opportunities and generate
descriptive messages, achieving higher accuracy than previous deep
learning approaches.

3.2. Software anomaly detection

Runtime verification. approaches to identifying any anomalous behav-
ior in software involve runtime verification of declarative specifica-
tions. Cinque et al. [11] developed rule-based source-code instrumen-
tation to verify whether the modeled software interactions between
objects and internal services failed due to missing variable initializa-
tion, wrong value assigned to a variable, or missing function call.
Cimatti et al. [13] presented an LTL-based runtime verification frame-
work where a reference model is used to define assumptions and
constraints on the software’s behavior. Kejstova et al. [12] extended
the idea of runtime verification by proposing runtime model-checking
frameworks. The framework involves collecting the software state dur-
ing its execution to restrict the state space of the reference software
model. In this way, model-checking of declarative specifications be-
comes feasible at runtime due to the reduced time needed to check the
specification properties. It is worth noting that the mentioned works
may exploit some form of software instrumentation (e.g., source-code
instrumentation) or monitor the software indirectly through, e.g., its
system calls.

Machine learning-based anomaly detection. runtime verification is ef-
fective for verifying software behavior, it requires accurate software
specifications and models. Hence, the literature put forward several
data-driven solutions for software anomaly detection. For example,
Singh et al. [23] proposed a rule-based framework for anomaly de-
tection that involves the selection of an optimized set of software
features and the extraction of fuzzy rules that discriminate correct
behaviors from anomalous ones. Denaro et al. [25] proposed a neu-
ral network-based unsupervised anomaly detection framework. The
solution employs deep autoencoders trained using software key per-
formance indicators to discriminate whether the software execution is

correct. It is worth noting that domain-agnostic data-driven methods
grounded in deep learning with extension to the software domain
have also been proposed. For example, Du et al. [24] have proposed
DeepLog, a method based on long—short term memory networks, which
are a type of recurrent neural network. The architecture is able to
capture deviations between the predicted and observed events, and
detect anomalies in system execution. Extensions to recurrent neural
networks are those integrating the reconstruction-based anomaly de-
tection paradigm through autoencoders, such as the method proposed
in [27]. Recently, LLMs have also been adopted for anomaly detec-
tion in system logs. Han et al. [26] introduced LogGPT, which is an
LLM-based framework that involves LLM pre-training, reinforcement
learning-based fine-tuning, and online inference to predict whether new
log sequences are normal. Zhang et al. [28] extended this paradigm to
include a human-in-the-loop explanation process.

Process mining-based anomaly detection. data-driven approaches have
proven effective, they require laborious feature extraction through ad-
hoc selection of software metrics and/or trace encodings. In addition,
the limited trustworthiness and explainability of advanced machine
learning limit its use. A promising area of research that addresses
these issues is process mining, which combines traditional model-based
analyses with data-driven insights. Cinque et al. [40] evaluated the
capability of process mining to discover the normal behavior of the
Apache web server as Petri nets with several algorithms, including
the a-miner, inductive miner, and integer linear programming-based
miner. Subsequently, the authors performed a sensitivity analysis for
the threshold to assign to the fitness metric for discriminating normal
and anomalous behavior. Similarly, Pecchia et al. [41] evaluated the
anomaly detection capability of process mining. The sensitivity analysis
related to thresholding fitness assessed that higher fitness values lead
to improved detection performance. However, the authors also remark
that the quality of the model being discovered is critical to quality
detection performance. In fact, they correlated noise in event logs
handled by process discovery with negative effects on performance. In
particular, as noise increases in event logs, there is a higher chance
of false negatives, i.e., more misclassification of anomalies. Vitale
et al. [10] developed a domain-agnostic process mining-based frame-
work that performs feature extraction through conformance checking
diagnoses and integrates an explainable machine learning component
that exploits such diagnoses for control-flow anomaly detection.
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Fig. 3. Conceptual UML class diagram of the conformance checking-based monitor and other related methodological artifacts.

3.3. Our approach

Table 1 compares our work to the reviewed literature with respect
to both software logging and anomaly detection. From the comparison,
the main novelty of our approach is enabling conformance checking-
based control-flow anomaly detection through LLM-based instrumen-
tation. In fact, by utilizing LLMs to align code logic with design-time
model semantics, we automate the generation of logging lines that are
not only syntactically correct but also semantically meaningful and
highly interpretable. This allows extending the process mining-based
control-flow anomaly detection framework proposed in [10] to the
software domain.

4. The conformance checking-based monitor architecture

The conformance checking-based monitor connects well-known con-
cepts of the process mining community and software artifacts produced
in traditional software development processes. On the one hand, pro-
cess mining includes the concepts of process models and event logs,
the two fundamental inputs to conformance checking. On the other
hand, the software artifacts allow generating these inputs, hence their
presence is pivotal to the application of conformance checking. Fig. 3
shows a conceptual UML class diagram of the overall architecture. In
this section, we are interested in describing the monitor architecture.
The other concepts will be explored in detail in Section 5.

The main goal of the monitor is to generate diagnoses through the
conformance checker and use these diagnoses to detect control-flow
anomalies through the anomaly detector.

4.1. Event log

Conformance checking algorithms use event logs, which are struc-
tured data that collect uniquely identified activity instances of a ref-
erence process [46]. In this paper, we focus on sequences of activity
instances, i.e., traces; thus, we consider the following definition:

Definition 4.1 (Event Log). Let A denote the universe of activities. Let
A* denote the universe of traces. An example trace is (¢}, 05, ..., 0,). Let
B(A*) indicate the set of multisets of traces. An event log is an element
of B(A*), i.e., L € B(A*). An example event log is

L =[{oy,...

0.)% {01, o) oy, 0, )

where 0y, 04,0, indicate the last activity instance within the corre-
sponding trace, and a, b, ¢ indicate the number of times the three traces
appear in the event log.

The event log is associated with a software log recorded from the
execution of the software instrumented through LLMs. The criticality
lies in maintaining a reliable association between the activities of the
event log and the process model. This will be explored in more detail
in the instrumentation phase of the methodology detailed in Section 5.

4.2. Process model

Event logs are checked against a process model, which is a behav-
ioral model that captures control-flow relationships between activities.
The most common formalism employed by process mining is the Petri
net, and, in particular, we focus on the labeled accepting Petri net
variant [46].

Definition 4.2 (Labeled Accepting Petri Net). Let P and Tr be two
sets of nodes of a bipartite graph such that P n Tr = @, and F C
(P XxTr) U (Tr x P) a set of directed arcs. A Petri net is the triple
(P,Tr, F). Its marking M € B(P) is a multiset of tokens and encodes
the current state. Petri nets that have an initial marking M, and a final
marking M/, i.e., an initial and final state, are called accepting Petri
nets. Furthermore, let A C A be a set of activitiesand I, : Tr > AU {7}
a function that associates to elements of Tr either an activity of A
or the “silent” label z, which represents unobservable activities that
add legitimate behaviors not directly visible. A labeled accepting Petri
net is the tuple (P,Tr, F, My, M A7, N denotes the universe of all
labeled accepting Petri nets, hereafter referred to as Petri nets.

The formal semantics of Petri nets include the ability to fire a
transition. Given the number of incoming arcs of a transition, if the
current marking is such that there is at least a token in each place
connected to the transition, it can fire, i.e., the transition consumes
one token from each incoming place and generates one token for each
outgoing arc. This firing dynamic enables the Petri net to evolve its
state, allowing for the above-mentioned conformance checking and
simulation. In addition, it is worth noting that there is a special class of
Petri nets, namely workflow Petri nets, which have two specific places:
a source place and a sink place. In these Petri nets, M|, assigns a token
to the source place. Any complete firing sequence moves the Petri net
state from M, to M, which consists of at least a token in the sink
place.
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Fig. 4. Petri net and its trace-equivalent UML activity diagram.

Fig. 4(a) depicts an example Petri net made of places source,
sink and p, s, and transitions t; ¢ and 7. The figure highlights
in gray the control-flow patterns that the Petri net captures, such as
the concurrent pattern (i.e., the AND pattern) linked to t;, p, and ps.
This pattern allows the concurrent execution of transition t, and either
transition t, or t;. A desirable property of Petri nets is ensuring that
the final marking is always reachable and that no transitions or places
become dead. This property, met by the example Petri net, guarantees a
complete and token-free traversal of the net, ensuring every transition
has a viable path from start to finish.

Notably, some transformation rules can also be applied to map semi-
formal models to formal models. Fig. 4(b) shows a trace-equivalent
UML activity diagram of the Petri net in Fig. 4(a). The XOR and
AND patterns are explicitly encoded by graphic elements of the UML
notation. The UML activity diagram is trace-equivalent since any trace
of the Petri net is also allowed on the UML diagram. For example,
the trace (t,.1,,14,15.13,14,15,1¢) can be executed on the UML activity
diagram as follows: ¢, initiates two concurrent flows, with the upper
path implementing an XOR choice that allows ¢, to execute, followed
by 14, and then 75 after synchronization at the AND join. After this,
the XOR split cycles back to the concurrent flow, where 7; and ¢,
execute, synchronize, and allow 75 again, before the process concludes
with #4. This illustrates how the UML diagram faithfully represents both
concurrency and exclusive choices encoded in the Petri net.

4.3. Conformance checking and anomaly detection

As the event log and Petri net are well-defined, the conformance
checker can now implement a conformance checking technique to ver-
ify whether the traces of an event log follow the control-flow patterns
prescribed by a reference Petri net. Such verification leads to a series
of conformance-checking diagnoses that record two types of global
and local information: the fitness and misalignments. These can be
computed through alignment-based conformance checking, which first
evaluates the alignments between traces and a reference Petri net.

Definition 4.3 (Alignment and Moves). Let us denote > as the “skipped”
activity. Let N € N be a reference Petri net and ¢ € A* a trace.
o; ={ay,....a,) € (AU{>})* is a (finite) sequence of log moves related
to o if and only if 6; \ {>} = . Then, o)y = (b}, ..., b,) € (AU{TIU{>})*
is a (finite) sequence of model moves if and only if 6, \ {>} is a firing
sequence of N, i.e. an allowed control flow. An alignment y, y is the
two-row matrix

- a | a| | aq,
N = >
4 by [ by | = [b

o
if for all 1 <i <o, (a;,b;) # >,>), where (q;, b;) is a move. The upper
row is the sequence of log moves (log sequence) and the bottom row is
the sequence of model moves (model sequence). We define |y, y| the
alignment length, i.e., the number of moves of the alignment.

Alignment-based conformance checking attempts to find the clos-
est (best) alignment between a reference Petri net and a trace. Fig.
5 shows the four best alignments against the Petri net in Fig. 4(a)
indicate mismatches between the trace and the Petri net due to vio-
lating some control-flow constraints. For example, o, (leftmost trace)
has wrongly-ordered activities, as t; precedes t; and t, instead of
being executed after their appearance. This violation leads to the
red-highlighted model-log sequence pairs, which can be recorded as
additional diagnoses to use in the methodology’s further steps. Once
the best alignments are found, the fitness can be computed.

Definition 4.4 (Fitness). Let us denote I, y as the set of all alignments
between a trace ¢ € A* and a Petri net N € N. Let § be the
unitary cost function for a pair of moves or an alignment. Finally, let
ey € T be the worst-case alignment and y; \ € I, y the best-case
alignment, i.e., the alignments with the least and most costs according
to &, respectively. The alignment-based fitness for o is defined as

8(ry n)

- —2%

F,n= A
N )

Let L € B(A*) be an event log. The alignment-based fitness for L is
defined as

ZJEL Fo',N
Frn= T

The misalignments are counters associated with each transition 1r €
Tr of the reference Petri net that record the number of mismatches
between the log sequences and model sequences involving 7r. For exam-
ple, Fig. 5 outlines that there are 2 t5 mismatches in the best alignment
of 5,. A detailed description of how to calculate misalignments can be
found in [10]. The misalignments and fitness constitute the diagnoses.

Definition 4.5 (Diagnoses). Let A, C A be the number of activities
of the target software and L € B(A?) be an event log of k traces and
N € W a Petri net. The conformance checker collects the diagnoses
D € R¥@+D a5 in Table 2 by alignment-based conformance checking
of each trace o € L against N.

These can be used by an anomaly detector to verify whether a trace
is anomalous based on both its number of misalignments and the fitness
value. Control-flow anomaly detection is performed by classifying each
trace of the diagnoses.

Definition 4.6 (Control-Flow Anomaly). Let D € RKX@+D be the
diagnoses collected by the conformance checker. Let d, € D be the
diagnoses associated with a trace o. ¢ exhibits an control-flow anomaly
if the anomaly detector classifies d, as anomalous.
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Fig. 5. The best alignments associated with four faulty traces against the Petri net in Fig. 4(a). The red-highlighted alignment parts indicate mismatches between

the trace and the Petri net..

Table 2
Alignment-based conformance checking diagnoses obtained from replaying the
traces o, ..o, | of event log L, against a reference Petri net N.

Trace a, a, a a,

a-1 @ o
o1 Ua, 0, Uay.0, Ya, .0, Yay.0, o1
oy a0, Uay.0, Ya, .0, Ya,.0, F"’z
Oy a0, Uay.0, Ua, 1.0, a0, B,

Given the structure of diagnoses, any unsupervised anomaly detec-
tion algorithm can be used. This class of algorithms identifies patterns
or deviations without requiring labeled data, making them suitable
for scenarios where normal and abnormal behaviors are not explicitly
defined [47]. In this context, the algorithm interprets the diagnosis
metrics, such as misalignment counts, fitness scores, and other derived
features, as indicators of behavioral conformity. By modeling the dis-
tribution of these indicators across multiple traces, it can flag outliers
that significantly deviate from the expected process behavior, thereby
signaling potential anomalies in the system execution. The training of
the anomaly detector will be detailed in the following section.

5. The methodology for LLM-enabled software control-flow
anomaly detection

This section delves into the methodology that we devised to enable
the use of the conformance checking-based monitor defined in Sec-
tion 4. The methodology is depicted in Fig. 6 and split into three phases:
software development, software monitoring design and software
anomaly detection. Each phase involves different steps, which can
either be entirely manual, LLM-based, scripted with human-in-loop, or
entirely scripted. Manual steps are performed by humans without re-
lying on scripted code or LLMs; these are mostly linked to software
development, where a high level of human supervision is required. The
only LLM-based step is software instrumentation, which is triggered by
a prompt. Software executions are both scripted and human-in-loop, as
these usually involve some degree of human interaction. The rest of the
steps are entirely automated through scripted code.

5.1. Software development

5.1.1. Requirements engineering and software design

In the requirements engineering step, a requirements engineer
analyzes the software system requirements and generates a System
Requirements Specification (SRS) document reporting the software sys-
tem’s functional and non-functional aspects. The functional aspects
regard the use cases that the software must implement, whereas non-
functional aspects regard performance and dependability metrics. For
example, the developers of the ERTMS/ETCS standard produced the
ERTMS/ETCS SRS document (SUBSET-026). The dynamic aspects of
the standard procedures are described in the document’s chapter 5
(SUBSET-026-5), including the SoM scenario.

As will be shown in Section 6, the SRS is mostly written in natural
language and can be subject to interpretation ambiguity. This ambigu-
ity can initially be solved with the development of formal models in the
subsequent software design step. The SRS is used to drive this step and
design of the software architecture, which is captured by several dia-
grams describing static and dynamic aspects. Static aspects involve the
description of components’ responsibilities and their interconnection.
Dynamic aspects involve the procedures that components execute and
how the procedures relate to each other.

Regarding the dynamic aspects, software design typically relies on
high-level modeling languages such as UML activity diagrams and the
Business Process Modeling Notation (BPMN). As illustrated in Fig. 4,
the labeled accepting Petri net (Definition 4.2) provides a formal bridge
from these semi-formal languages to a rigorous execution framework. In
this mapping, activities correspond to labeled transitions, while control-
flow constructs such as loops and choices are represented through
networks of arcs, places, and silent (z) transitions.

Crucially, unlike plain Petri nets, the accepting property (defined
by an initial marking M, and a final marking M) allows capturing
the execution semantics of software design: high-level notations such
as UML and BPMN explicitly specify start and end points, which can
be directly mapped to the source place (containing the initial marking
M) and the sink place (which should exclusively contain a token upon
trace completion, corresponding to the final marking M /).

Moreover, the use of labeled accepting Petri nets also enables the
alignment-based conformance checking logic of the proposed monitor
(Section 4). In fact, during this process, z-transitions are handled by
assigning them a move cost of zero, whereas the alignment with the
expected sequencing of labeled transitions enables quantifying the
degree of conformance to prescriptive behavior. The entire process
is also strongly supported by the existing tools and libraries, such as
pm4py? and ProM.® It is worth noting that partial or interrupted runs
can penalize the resulting diagnoses, marking more misalignments.
This is due to the traces resulting from partial or interrupted runs
reaching an invalid final marking. In this case, prefix-alignments should
be adopted [48].

During software design, the development team can start the ver-
ification and validation (V&V) process through design-time testing to
ensure that the design artifacts meet the requirements. Comprehensive
V&V provides the evidence needed to support safety claims and regu-
latory approval, especially in the context of software certification for
compliance with relevant standards such as EN 50128, IEC 61508, or
ISO 26262. In this case, the use of Petri nets is even more advanta-
geous due to their formal syntax and semantics, which allow verifying
whether the dynamic description leads to deadlocks, unwanted control-
flow relationships, or simply invalidates the requirements. Despite its
importance, design-time testing is not sufficient to prove the correctness
of the software; more testing is needed in the subsequent phases.

2 https://processintelligence.solutions/pm4py/
3 https://promtools.org/
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Fig. 6. The methodology for LLM-enabled software control-flow anomaly detection. The methodology is split into the software development, software monitoring
design, and software anomaly detection phases. The software development phase follows the traditional development steps to specify, design, implement and
test the software. The software monitoring design phase uses LLMs to link process models with the software implementation to enable the extraction of event
logs during runtime testing. The software anomaly detection phase builds the anomaly detector using the logs collected during runtime testing for subsequent

control-flow anomaly detection through conformance checking.

5.1.2. Software implementation and testing specification

Once the software has been thoroughly documented and its behav-
ior, structure, and interactions have been described through process
models, the next step is software implementation. At this stage,
developers translate conceptual representations into executable code,
and V&V progresses by employing white-box testing and black-box
testing to ensure that the software implementation conforms to its
specifications and fulfills intended requirements [49]. On the one hand,
white-box testing evaluates the software correctness by inspecting its
structure either statically or dynamically. It typically involves devel-
oping test suites to cover the majority of statements, paths, and/or
conditions. On the other hand, black-box testing evaluates the software
correctness by assessing the output conditioned by a given input. It also
involves developing test suites, although they are aimed at defining
what the correct output is. Through white-box and black-box testing,
the testing specification step generates a test suite.

However, despite the completeness of the test suite, runtime con-
ditions may give rise to so-called “unknown unknowns”, which are
situations that were not anticipated before the software system is de-
ployed [19]. These situations can occur due to residual faults, which are
defects that escape test suites [20]. Detecting the activation of residual
faults is important for maintaining system safety and reliability, as
these faults lead to latent errors that may eventually cause system
failures [50]. One effective approach is to employ a runtime monitor
that tracks software behavior as it unfolds, enabling the system to
respond to unexpected or unpredictable conditions [8].

5.2. Software monitoring design

5.2.1. Prompt engineering and software instrumentation

In our methodology, the runtime monitor requires checking devia-
tions from the prescriptive design-time models by analyzing software
logs obtained from software executions. Among the different types of
instrumentation techniques, source-code instrumentation is particularly
promising, as it enables collecting semantically meaningful events tied

to the software’s structural representation. However, since software im-
plementations often deviate significantly from high-level descriptions,
bridging low-level software constructs with design-time models remains
challenging. To address this, we propose using LLMs to assist in source-
code instrumentation, leveraging their ability to (1) encode domain
knowledge and (2) infer semantic structure from code.

While LLMs are powerful tools, it is widely acknowledged that their
output is strongly dependent on the prompts used. This gave rise to
prompt engineering, an activity concerned with designing prompt
structures that effectively guide the model toward producing accurate,
relevant, and contextually appropriate responses. The following is the
logging prompt that we will use to instrument the code. Thus, in the
software instrumentation step, the LLM is provided with the logging
prompt, the reference process model, and the software. By acknowledg-
ing the dynamics described in the process model and mapping them to
the software constructs, the LLM is capable of bridging the high-level
model with the low-level implementation, providing an instrumented
software that generates quality software logs.

5.2.2. Software execution and event log extraction

The test suite generated during software development can be used
to stimulate the software execution. Such testing yields a software log,
which contains the different events logged according to the instrumen-
tation rules. However, while the LLM has used high-level descriptions
of design-time models, the software log may still have spurious infor-
mation that is not relevant to the high-level reference process model.
Accordingly, event log extraction filters out spurious information and
retains only the sequence of activities mapped to the process model
activities, resulting in an event log compliant with Definition 4.1.

5.3. Software anomaly detection

5.3.1. Monitor training

To build the monitor, the event log extracted during software moni-
toring design is used in the monitor training step to train the anomaly
detector to classify control-flow anomalies.
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Fig. 7. Deployment diagram of ERTMS/ETCS railway systems, split into the
on-board subsystem and trackside subsystem.

Definition 5.1 (Monitor Training). Let A denote the universe of binary
classifiers. Let L € B(A}) be an event log of k traces obtained from
executing k tests against the instrumented software. Let N € N be a
Petri net described during the software development phase. Let D €
R*X@+D) be the diagnoses obtained by the conformance checker by
aligning the traces of L against N. Monitor training is the function
n : R¥%0 - A, such that (D) = 6, where 6 is the anomaly detector.

Through the anomaly detector, the conformance checking-based
monitor is capable of classifying a new piece of data as either anoma-
lous or normal. Many unsupervised machine learning algorithms can
implement #n and build a monitor. Two common approaches are clus-
tering and dimensionality reduction [47]. Clustering involves grouping
similar data points using a distance metric, such as the Euclidean
distance. A threshold on the distance from the closest cluster can be
set so that any new piece of data exceeding such distance is deemed
anomalous. Dimensionality reduction involves building a new lower-
dimensional reference system on which data are projected. Reconstruct-
ing data from the lower-dimensional reference system to the original
one leads to reconstruction error. A threshold on the reconstruction
error can be set so that any new piece of data exceeding such error
is deemed anomalous.

5.3.2. Software execution, event log extraction, and monitor inference

When unknown software executions occur as the users interact with
the software, new traces are collected using the event log extraction
prompt above. To verify whether the software executed as intended,
monitor inference handles the traces through conformance checking
and evaluates whether it exhibits a control-flow anomaly according to
Definition 4.6.

6. Case study

In this section, we demonstrate the application of the proposed
methodology in Fig. 6 to the SoM procedure of the ERTMS/ETCS
standard.

6.1. Software development

The ERTMS/ETCS SRS is mostly written in natural language and can
be subject to interpretation ambiguity between different manufacturers
of system components. In fact, extensive field integration testing involv-
ing different companies is usually required, which, however, cannot
exclude interaction anomalies in unspecified situations and edge cases,
and that can introduce additional uncertainties, which can be possibly
managed using the approach described in this paper. The following are
a few excerpts from SUBSET-025-5:
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Excerpts from SUBSET-026-5, §5.4.2

Status of data stored in the ERTMS/ETCS on-board equip-
ment

§5.4.2.1: At the beginning of the Start of Mission procedure, the
data required may be in one of three states:

(a) Valid - the stored value is known to be correct.

(b) Invalid - the stored value may be wrong.

(c) Unknown - no stored value is available.

§5.4.2.2: This refers to the following data: Driver ID, ERTM-
S/ETCS level, RBC contact information, Train Data, Train
Running Number, Train Position (see §3.6.1.3).

§5.4.2.3: Note 1: The status of data in relation to the previous
and the actual mode is described in chapter 4, section “What
happens to stored information when entering a mode”.
§5.4.2.4: Note 2: The change of status of data in course of the
procedure is shown in the table in §5.4.3.3.

\ J

Although these informal descriptions of the requirements are quite
structured and are attached with detailed tables and, at times, state
diagrams, they still need to be translated into artifacts that document
the progressive refinement of natural language into more rigorous and
possibly formal models.

We have designed two UML diagrams representing simplified views
of the essential static and dynamic aspects of ERTMS/ETCS railway
systems. Fig. 7 illustrates the core components of the on-board and
trackside subsystems. This diagram captures the deployment of ERTM-
S/ETCS components—EVC, DMI, RTM, RBC, and interlocking—as spec-
ified in SUBSET-026-2, and depicts the interconnection of the on-board
and trackside subsystems through the EURORADIO protocol.

Building on this structure and interpreting the requirements of
SUBSET-026-5, §5.4, we have developed a UML activity diagram repre-
senting the high-level Start of Mission (SoM) control flow, shown in Fig.
8. The activity diagram abstracts implementation details such as spe-
cific message exchanges, data structures, and state-machine transitions,
focusing instead on the logical sequencing of activities and decision
points.

To provide clarity, the UML activities have been organized into four
categories, corresponding to the essential phases of SoM: (1) initial
data entry and validation; (2) RBC connection and position report; (3)
driver intervention and train data; and (4) final mode assignment. Each
activity is labeled using a repeatable and interpretable naming scheme:

som_<action_name>_<component>, where <component>
corresponds to one of the components depicted in Fig. 7, and <ac-
tion_name> describes the specific action performed. This systematic
labeling ensures repeatability and facilitates understanding across the
SoM workflow.

As explained in the previous sections, transformation rules can be
applied to obtain a trace-equivalent Petri net from the UML activity
diagram. This is noteworthy since conformance checking algorithms are
typically suited for the Petri net formalism.

The specification and the diagrams have guided the implementation
of an SoM prototype in Python, which adds more details than the
essential behavior of the high-level diagrams shown earlier. Listing 1
shows a code snippet of the prototype software implementing phase
1 of the SoM procedure, including the subroutine that handles the
acquisition of the driver ID from the DMI.

Next, we developed a comprehensive test suite that instantiated 50
control-flow paths by stimulating the prototype with different inputs.
The test suite must cover a wide range of possibilities, as the SoM
procedure may instantiate many different control flows. Listing 2 shows
one of the tests in the test suite aimed at forcing the software to provide
full supervision to the train.
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Fig. 8. High-level UML activity diagram describing the SoM procedure, split into four phases: initial data entry and validation; RBC connection and position

report; driver intervention and train data; and final mode assignment.

def _phase_1_get_initial_data(self):
if not (self.current_mode == Mode.STAND_BY and
< self.desk_open):
return None
state = self._procedure_s1_driver_id_entry()
if state == ’D2’:
state = self._procedure_d2_check_pos_level()
if state ==’S2’:
state = self._procedure_s2_level_entry()
if state == ’D3’:
state = self._procedure_d3_check_level_valid
< 0
if state == ’D7’:
return ’S3’°
return state

def _procedure_sl_driver_id_entry(self):
if self.driver_id_status == DataStatus.UNKNOWN:
self.driver_id = self.
< _simulate_driver_action('Please enter
< Driver ID:")
elif self.driver_id_status == DataStatus.INVALID
[
self.driver_id = self.
o _simulate_driver_action('Please revalidate
< /re-enter Driver ID:")
self.driver_id_status = DataStatus.VALID
return D2’

Listing 1: Code snippet of the prototype software implementing phase
1 of the SoM procedure.

10

def test_path_12_success_grant_fs(setup_test_logger
o )
script = [
"DRIVER_00O7", ’2’, True, "session_open", "
< validate_position",
>TD’, 'DATA", "TRN", "ack", "Start", 'ma_fs"

sim = ERTMSOnBoardSystem(logger=

< setup_test_logger, controller=MockController (
< script))

sim.run_start_of_mission()

assert sim.current_mode == Mode.FULL_SUPERVISION

Listing 2: Code snippet of the test to obtain full supervision.

6.2. Software monitoring design

Having developed both the software and its test suite, the instru-
mentation can now be performed through an LLM. Specifically, we
have used the software instrumentation prompt seen in Section 5 and
provided LLMs with both the prototype software and the process model
in XML format. With both domain-specific knowledge and full access
to the code internals, LLMs are able to interpret code structure and
place logging instructions where they identify the best fit. For example,
Listing 3 shows the instrumentation of one of the phase 1 procedures
shown in Listing 1 by Gemini Pro 3.0, one of the LLMs we used
in our experiments. The LLM has successfully identified the correct
code locations where the som_enterid_dmi, som_retry_dmi,
som_storeid_evc, and som_validate_evc activities had to be
logged.
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def _procedure_sl_driver_id_entry(self):

if self.driver_id_status == DataStatus.UNKNOWN:
self.logger.info("som_enterid_dmi")
self.driver_id = self.
< _simulate_driver_action('Please enter
< Driver ID:")
elif self.driver_id_status == DataStatus.INVALID
S
self.logger.info("som_retry_dmi")
self.driver_id = self.
o _simulate_driver_action('Please revalidate
< /re-enter Driver ID:")

self.logger.info("som_storeid_evc")
self.driver_id_status = DataStatus.VALID

self.logger.info("som_validate_evc")
return ’D2’°

Listing 3: Code snippet of the _procedure_sl_driver_id_entry function
instrumented by Gemini Pro 3.0.

6.3. Software anomaly detection

The event log resulting from the software execution with the test
suite can now be used for monitor training. This is necessary because
although LLMs allow obtaining quality event logs, they may intro-
duce some noise, such as missing or duplicated activities. While these
discrepancies may indicate anomalies, they can be treated as source-
code instrumentation noise. Thus, by allowing some degree of noise,
the monitor can become more effective at finding true positives while
reducing the amount of false positives thanks to this tolerance.

Since the only available traces are those obtained through the test
suite, the event log only contains normal traces. After performing
conformance checking against the reference Petri net, unsupervised,
one-class algorithms can be used to learn how to characterize normal
behavior from the diagnoses of Definition 4.5. In the next section,
we will show the application of several unsupervised, one-class ma-
chine learning techniques to the diagnoses generated through our
methodology.

7. Evaluation

The evaluation aims to substantiate the answers to the research
questions with metrics that quantify source-code instrumentation qual-
ity (RQ1) and control-flow anomaly detection effectiveness (RQ2). The
software for the experiments is implemented using Python and was
run on a Windows 11 machine with an Intel® Core™ i9-11900K CPU
@ 3.50 GHz and 32 GB of RAM. The software uses machine learning
and process mining libraries, such as scikit-learn and pm4py. In
addition, it uses the APIs of several LLMs to query the models with
the prompts shown in Section 5. The software is available online on
GitHub.*

7.1. RQI: Source-code instrumentation

7.1.1. Experimental setup

LLM model set. In order to provide a diversified analysis of the source-
code instrumentation quality obtained by LLMs, we are evaluating
the output of different state-of-the-art models. In particular, we focus
on LLMs that exhibit implicit reasoning capabilities. Unlike explicit
Chain-of-Thought (CoT) approaches that rely on external triggers, im-
plicit reasoning allows models to decompose complex problems into

4 https://github.com/francescovitale/pm_software_monitor
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intermediate steps within their internal hidden states or latent repre-
sentations, without requiring specific step-by-step prompting [51,52].
We have considered two state-of-the-art LLMs that have been reported
to have reasoning capabilities: Gemini 3.0 Pro (gemini-3.0-pro) [53]
and Claude Sonnet 4.5 (claude-sonnet-4.5) [54]. Notably, the Gemini
and Sonnet families have shown remarkable performance in software
engineering tasks, as reported in the SWE-bench results [55]. In ad-
dition, we have considered Gemini 3.0 Flash (gemini-3.0-flash) and
Claude Haiku 4.5 (claude-haiku-4.5), which offer shallower reasoning
capabilities that are expected to influence the end results. Finally, it is
worth noting that these LLMs expose several parameters that influence
the determinism of their outputs, including temperature, top-p, and
top-k sampling [56]. In our experiments, all models were evaluated
using the default inference parameters specified by their respective
APIs (e.g., a temperature of 1.0). While such defaults introduce con-
trolled non-determinism, they are designed to balance coherence and
diversity, enabling exploratory generation rather than strict greedy
decoding [57]. Adhering to provider-defined default settings ensures
consistency across models and reflects their intended real-world usage,
thereby supporting fair and comparable evaluation.

Instrumentation prompt. Each LLM is fed with a prompt to guide the
software instrumentation. The prompt includes input artifacts, assigns
a role to the LLM, provides the context, specifies point-to-point actions,
and establishes the output type. The instrumentation prompt used for
each LLM is the following.

Instrumentation prompt

Input: The SoM source code, the test suite, and the XML version
of the process model.

Role: You are a software developer responsible for instrumenting
an existing software system.

Context: You are instrumenting the source code of an
ERTMS/ETCS-compliant prototype of the Start-of-Mission
procedure. The prototype simulates the different control flows of
the procedure documented in the standard with varying degrees
of randomness. The prototype needs to be instrumented. You
have access to the process model that guided the development
process. You have access to the test suite that will be executed
with pytest.

Action: Instrument the code through these guidelines:

(1) Do not modify the code logic.

(2) Instrument the code following the control flow of the
process model and its activities.

(3) Before instrumenting, extract and list all activity names
from the XML file.

(4) Only log the process model activities without adding any
additional text.

(5) Only use activity labels that appear in this exact list — do
not invent or infer any labels.

(6) Make the instrumented code callable from the test suite.
Only ensure that it is callable, do not perform any further
fixes.

(7) Do not provide any further output than the one specified
below.

Output: The instrumented software.

S J

The actions of the prompt guide the LLM throughout the process.
In particular: action (1) ensures that the system under test’s logic is
not invalidated; action (2) constrains the instrumentation process to
force the alignment with the process model’s description; action (3)
explicitly tells the LLM to extract the list of activities within the process
model to have a matching between the software execution and the
process model; action (4) ensures that the log does not add noise to the
monitored software; action (5) shields against possible hallucinations in
recording the process model activities; action (6) ensures a matching
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The fitness, number of variants, average trace length and coverage related to the source-code instrumentation performed by each
LLM. The bold values indicate the best-performing LLM according to the control-flow coverage percentage.

Reasoning Model Fitness (%) Coverage (%) Trace Length Variants
Dee claude-sonnet-4.5 86.617 + 2.366 82.849 + 2.636 14 +1 22 +1
P gemini-3.0-pro 81.674 + 3.060 77.579 + 3.292 12 +1 23 +1
Shallow gemini-3.0-flash 71.426 + 7.335 66.823 + 7.042 15+1 25+ 0
claude-haiku-4.5 43.759 + 15.410 46.391 + 10.679 8+2 20 + 3
Kruskal-Wallis test p-values: pryess < 0.001, Peyyergge < 0-001
claude-haiku-4.5 gemini-3.0-flash gemini-3.0-pro claude-sonnet-4.5
" (Mean fitness: 0.439) (Mean fitness: 0.714) (Mean fitness: 0.817) (Mean fitness: 0.866)
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Fig. 9. The fitness value distributions of the event logs obtained for each LLM, and the corresponding top-5 per-activity misalignments.

between the test suite and the code for logging its execution without
modifying neither the code nor the test suite; and action (7) avoids
post-processing actions that are useless for the task at hand.

Metrics. quality of source-code instrumentation is evaluated using the
following metrics. By comparing the event log obtained from the soft-
ware execution using the test suite with the reference Petri net, we
obtain the fitness. The higher the fitness, the higher the adherence of
the control flow to the design-time description. Regarding event log-
specific metrics, we consider the average trace length and the number
of trace variants. Finally, we consider a key metric: the coverage. Let
L and N be the event log resulting from the execution of the test suite
and N the reference Petri net, we define the control-flow coverage as
follows:

#misalignments

Zoer 75 51

The coverage indicates how aligned the source-code instrumentation is
to the Petri net.

Coverage =1 —

Data generation and experiment runs. The four LLMs are independently
stimulated with the instrumentation prompt for five runs each, result-
ing in five independent experiment executions per model. This is to
account for the variability introduced by the non-zero temperature. For
each run, the model context is fully reset, i.e., no conversational history
or prior outputs are retained across runs. Once the instrumented version
of the SoM source code is obtained, the test suite is executed and the
software logs collected. Next, alignment-based conformance checking is
performed for each trace of the software log, capturing both the fitness
and coverage. In addition to the intra-LLM validation of the anomaly
detection quality, we are including an inter-LLM validation that aims
at verifying whether the quality of the instrumentation performed by
different LLMs impacts anomaly detection. To this aim, we evaluate
whether the conformance checking-based monitor obtained with the
best-performing LLM is able to correctly identify normal and anomalous
traces collected by the less-performing LLMs.
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7.1.2. Results

Table 3 reports the results obtained for each LLM. The LLMs are
further distinguished by their reasoning capabilities, placing them at
either deep or shallow reasoning. As expected, the two best-performing
LLMs with respect to the coverage metric are those with deeper rea-
soning, namely gemini-3.0-pro and claude-sonnet-4.5, which achieve
77.579% and 82.849% coverage while maintaining high fitness values
(81.674% and 86.617%). This indicates that these models provided a
high-quality instrumentation that aligns with the model (see Definition
4.4) and covers most of its control-flow paths. The two shallower
LLMs, gemini-3.0-flash and claude-haiku-4.5, could not achieve the
same performance, dropping fitness (71.426% and 43.759%) and cov-
erage (66.823% and 46.391%). These differences in performance are
statistically significant, as highlighted by the p-values obtained through
the Kruskal-Wallis statistical test.

Fig. 9 shows the fitness values distributions (top) of the traces of the
event logs linked to the LLMs. The best fitness distribution is achieved
by claude-sonnet-4.5, for which more than 30.0% of traces achieve a
fitness of up to ~ 1. This can also be visualized in the bar plots below,
which show the top-5 misaligned activities by counting their misalign-
ments (see Definition 4.3). The number of misalignments for each
activity increases as the fitness distribution gets lower, highlighting
the correlation between the global indicator and the local diagnoses. It
is worth noting that the best-performing LLMs, claude-sonnet-4.5 and
gemini-3.0-pro, have similar misaligned activities, which also suggests
that there may be some systematic errors in the implementation of the
source code.

7.2. RQ2: Control-flow anomaly detection

7.2.1. LLM selection and cross-validation

We are going to evaluate and validate the ability of identifying
control-flow anomalies with the proposed conformance checking-based
monitor by exploiting the instrumentation performed by the LLMs as
follows. First, we select the software logs from claude-sonnet-4.5 and
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The anomaly detection metrics associated with each technique and anomaly type using the software logs generated through
claude-sonnet-4.5. The bold figures indicate the best-performing technique for the selected metric per anomaly type.

Precision (%)

F1-score (%)

AUC (%)

74.198 + 7.291
73.376 + 3.064
91.703 + 2.346

41.606 + 20.120
84.456 + 1.902
91.798 + 2.016

61.583 + 9.605
80.050 + 6.352
91.358 + 4.411

87.966 + 5.432
82.741 + 8.613
93.408 + 2.152

76.365 + 10.541
89.347 + 3.976
94.255 + 1.150

84.767 + 2.470
92.717 + 4.283
95.033 + 3.015

50.877 + 19.848
82.407 + 8.245
92.777 + 2.413

29.820 + 25.549
87.120 + 2.530
94.928 + 2.067

56.208 + 7.099
90.783 + 5.826
94.617 + 2.399

Anomaly Technique Accuracy (%) Recall (%)
FT 46.757 + 9.767 32.400 + 19.815
MA DBSCAN 75.135 + 3.686 99.600 + 0.800
AE 88.919 + 2.620 92.000 + 3.578
FT 72.703 + 8.126 70.800 + 18.787
WOA DBSCAN 83.784 + 6.837 98.000 + 3.098
AE 92.162 + 1.576 95.200 + 2.400
FT 39.865 + 12.550 24.500 + 24.551
UA DBSCAN 81.081 + 4.441 94.000 + 8.000
AE 92.973 + 2.886 97.200 + 2.040
FT 45.862 + 15.072 40.933 + 19.811
ALL DBSCAN 89.425 + 1.568 99.867 + 0.267
AE 93.103 + 1.149 94.933 + 0.800

92.437 + 2.619
89.195 + 1.537
97.009 + 0.908

53.785 + 18.496
94.222 + 0.801
95.957 + 0.673

66.989 + 6.036
89.456 + 3.655

93.669 + 1.610

internally validate the anomaly detection performance of the confor-
mance checking-based monitor. Next, we perform a cross-validation of
the conformance checking-based monitor of claude-sonnet-4.5 with the
software logs generated from the other LLMs.

7.2.2. Fault injection

Fault types. evaluate the capability of LLM-enabled conformance
checking-based monitors, we inject three types of control-flow anoma-
lies:

+ Missing Activities (MA): The control flow is corrupted by remov-
ing an activity from the trace.

» Unknown Activities (UA): The control flow adds activities that
were not included in the model.

+ Wrongly-Ordered Activities (WOA): The control flow swaps the
order of activities, opposed to the model prescriptions.

These three anomalies can be linked to the software fault taxonomy
of Duraes and Madeira [20,58]. Specifically, the MA anomaly type
corresponds to their missing/wrong construct category, which the au-
thors identified as the dominant type of software bug. For example,
a missed if construct could skip the execution of an activity, or a
wrong construct could not cover a condition in which an activity is
expected to be executed. Similarly, the UA anomaly type maps to their
extraneous construct category, representing surplus code. For example,
redundant code could be wrongfully inserted by a programmer, causing
the duplication of an activity. Finally, the WOA anomaly type is a clear
example of their wrong construct category, which includes defects where
the code is wrongly coded or ill-formed. For example, a statement could
be misplaced within the control flow, causing an activity to be executed
before its prerequisites are met, or sequential activities to be executed
in the reverse order.

Injection process. injection process is as follows. Given an event log
L € B(A}) generated by simulating the model in Fig. 8, we inject
control-flow anomalies according to a Poissonian mechanism governed
by a rate parameter A > 0. For each trace ¢ € L, the number
of injected anomalies K is drawn from a Poisson distribution K ~
Poisson(4), so that P(K = k) = & k = 0,1,2,.... The value of
K determines how many modifications are applied to trace o. Let
AT € {MA,WOA,UA} denote the anomaly type, for which MA involves
randomly deleting K activities from ¢, WOA involves random K swaps
between pairs of activities in ¢, and UA involves randomly inserting K
new activities drawn uniformly from an unknown pool of activities at
random positions in ¢. ¢ is transformed into an anomalous version &
by applying the corresponding number and type of modifications: 6 =
f(o, AT, K), where f(-) denotes the stochastic transformation induced
by the selected anomaly mechanism. In this way, the Poisson parameter
A controls the expected number of anomalies per trace, providing a flex-
ible and statistically grounded mechanism for simulating heterogeneous
anomalous behavior in event logs.
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7.2.3. Experimental setup

Techniques. The selected conformance checking-based techniques are
trained according to the framework in [10], where the normal event
log is split into three sublogs: the training, validation and test event
logs. Diagnoses are extracted for each event log. The training diagnoses
are used to train two unsupervised machine learning techniques: the
density-based spatial clustering of applications with noise (DBSCAN),
which deals with noisy, high-dimensional and arbitrarily distributed
data [59], and the autoencoder (AE), which is a neural network-based
approach for dimensionality reduction that involves encoding and de-
coding the input data with the aim of minimizing the reconstruction
error [60]. The validation diagnoses are used in two slightly different
ways. For DBSCAN, a threshold is computed based on the distances
of the validation data from the training clusters, whereas for AE, a
threshold is built on the reconstruction error of validation data. The
anomalous event logs are handled similarly and classified according to
the threshold used. We also consider the baseline Fitness Thresholding
(FT) technique, which is solely based on setting a threshold on the
fitness metric. This is the most intuitive approach for conformance
checking-based anomaly detection, although it is not as effective.

Metrics. We use the widely recognized precision, recall, and F1-score
metrics commonly employed by the anomaly detection community. In
particular, given negative and positive traces, the traces flagged as,
respectively, normal and anomalous, the aforementioned metrics are
calculated through the true positives (TP), true negatives (TN), false
positives (FP) and false negatives (FN) classified by the technique:

TP+TN

Accuracy = ’

TN+TP+FP+FN
foi TP

Precision = —————,

TP+ FP
Recall = L

TP+ FN

Fl-score = 2 - Precision - Recall

Precision + Recall

In addition, we also use the Area Under the Receiving Operating Curve
(AUC). The ROC curve plots the True Positive Rate (TPR) against the
False Positive Rate (FPR), defined respectively as:

TPR= — 1P
TP+ FN
FPR = L
FP+TN

The AUC is then computed as the integral of the ROC curve:
1
AUC = / TPR(FPR) d(FPR),
0
and can be interpreted as the probability that the model assigns a

higher anomaly score to a randomly chosen anomalous trace than to
a randomly chosen normal one.



F. Vitale et al.

Information and Software Technology 195 (2026) 108133

100% -
80% 1
60% -
40% A
20% -

0% -

Value

DBSCAN

100%
80%
60%
40%
20%

TPR

o,

FPR FPR

m— FT

0% — el — < — CaRN S — ;
6"/0 20% 40% 60% 80%100% 0% 20% 40% 60% 80% 100% 0% 20% 40% 60% 80% 100% 0% 20% 40% 60% 80% 100%

AE

FPR
DBSCAN

FPR

Fig. 10. Bar plots of the accuracy (A), recall (R), precision (P), and Fl-score (F1), and ROC curves associated with each technique and anomaly type.

100%
80% -
¢ 60% -
[~
[
40% -
= claude-sonnet-4.5 (AUC = 93.11 * 1.96%)
20% (=== gemini-3.0-pro (AUC =77.48 % 6.06%)
= claude-haiku-4.5 (AUC = 44.05 * 4.53%)
—— gemini-3.0-flash (AUC = 33.76 + 5.16%)
(1)
(1] T T T T T
0% 20% 40% 60% 80% 100%
FPR

Fig. 11. ROC curves associated with the classification of normal and anoma-
lous traces by the claude-sonnet-4.5’s conformance checking-based monitor
trained using the AE.

Data generation and experiment runs. The fault injection procedure is
applied three times against the traces of an event log L of 50 traces
generated from the model in Fig. 8. The first application of f injects
MA anomalies in the traces of L, resulting in L, . Similarly, the second
and third applications result in Ly, and Ly 4. In all three cases, we
set 4 =3, i.e., on average, each trace has three instances of the selected
anomaly. Finally, we consider L,;; = Ly, ULy o4 U Lyy.

7.2.4. Results

Intra-LLM validation. Table 4 reports the results achieved for each con-
formance checking-based technique. The best-performing techniques
are always either DBSCAN or AE, i.e., those that integrate unsupervised
machine learning on top of conformance checking. They significantly
outperform the baseline FT technique for the MA and UA anomalies,
whereas the WOA anomaly is well discriminated by FT as well. This
indicates that while fitness allows finding wrongly-ordered anomalies,
it fails at identifying missing and unknown anomalies, for which an
extension using other machine learning techniques is required. Consid-
ering the overall performance across all the anomalies, the AE is able
to top the other two techniques, achieving up to 95.957% F1-score and
93.669% AUC. Fig. 10 visually compares the metrics through bar plots
and shows the corresponding ROC curves from which AUC is computed.
The bar plots especially outline the superiority of the DBSCAN and AE
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techniques for all the anomaly types, especially for the accuracy, recall,
and F1 metrics. The ROC curves at the bottom confirm this observation,
and also show that the AE is the most stable across a wide variety of
reconstruction error thresholds, i.e., its AUC is higher.

Inter-LLM validation. Fig. 11 shows the ROC curves associated with the
classification of normal and anomalous traces by the claude-sonnet-
4.5’s conformance checking-based monitor trained using the AE. The
plot clearly shows that the event logs of claude-haiku-4.5 and gemini-
3.0-flash lead to poor classification performance with AUC as low
as 44.96% and 35.22%, respectively. On the other hand, while the
classification of traces within the event log of gemini-3.0-pro is not
as good as claude-sonnet-4.5, it still achieves a significantly higher
AUC (79.17%). These differences can be attributed to lower-quality
instrumentation that deviates from the expected control flow, inducing
Petri-net misalignments and increasing the false-positive rate. Hence,
the preliminary analysis performed in the context of RQ1 is necessary
prior to deploying the conformance checking-based software monitor.

8. Discussion
8.1. RQI: Source-code instrumentation

Obtaining quality software logs is pivotal to assessing the correct-
ness of the computer-based system’s execution. The main challenge
in instrumenting code regards the adequate placement of log instruc-
tions and the connection of software traces to high-level models to
ensure correct operation. We addressed this challenge by the system-
atic incorporation of LLMs in the engineering process of high-stakes
systems. We have considered a set of LLMs that incorporate deep and
shallow reasoning capabilities to evaluate their ability to understand
both the source code and the process model of the prototype of SoM,
the case-study ERTMS/ETCS scenario, and bridge the two by properly
instrumenting the source code. The stimulation of these LLMs with an
accurately engineered prompt aimed at preserving the code logic while
instrumenting the code outlined satisfying results. In particular, the
two LLMs with deeper reasoning (gemini-3.0-pro and claude-sonnet-
4.5) achieved up to 82.849% and 77.579% coverage of the reference
model’s control flow.

8.2. RQ2: Control-flow anomaly detection
The ability to identify control-flow anomalies through the proposed

conformance checking-based monitor has been evaluated with well-
established anomaly detection metrics and different techniques trained
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on the diagnoses linked to event logs gathered by the best-performing
LLM that resulted from the experimentation of RQ1. In particular, we
have used the normal traces generated by the claude-sonnet-4.5 model
to carry out our intra-LLM evaluation. The approach has proven suc-
cessful, as different types of control-flow anomalies that can be linked
to well-known software defects could be identified by the combination
of alignment-based conformance checking and the AE with 95.957%
Fl-score and 93.669% AUC. This finding outlines the suitability of
LLM-based source-code instrumentation for subsequent conformance
checking-based control-flow anomaly detection. In addition, it is worth
noting that using the AE does not invalidate the explainability of
the proposed approach, as feature-based explanations can be provided
through post-hoc explainability tools, such as SHAP, to identify the
misaligned activities that caused the highest reconstruction errors [10].

In addition, we have performed inter-LLM evaluation by comparing
the ROC curves resulting from the classification of the event logs of the
other LLMs, namely gemini-3.0-pro, claude-haiku-4.5, and gemini-3.0-
flash. The results outlined that the source-code instrumentation quality
is linked to the AUC metric, as gemini-3.0-pro achieved significantly
higher AUC than the remaining two LLMs.

8.3. Threats to validity

Following common guidelines for empirical studies in software en-
gineering [61], we discuss potential threats to construct, internal, and
external validity. Construct validity concerns whether the employed
evaluation metrics adequately capture the intended phenomena. In-
ternal validity addresses the extent to which observed results can be
attributed to the studied factors rather than to uncontrolled variables.
External validity concerns the extent to which the findings can be
generalized beyond the specific context of the study.

8.3.1. Construct validity

We used a wide variety of metrics to evaluate both the instru-
mentation quality of LLMs and the ability of conformance checking
to leverage LLM-based instrumentation for control-flow anomaly de-
tection. While we believe that the quality of anomaly detection was
comprehensively evaluated, our coverage metric focuses exclusively
on the degree to which control-flow paths of the reference process
model are exercised. Hence, it is worth mentioning that there are other,
more traditional ways of assessing instrumentation quality, such as
measuring code coverage (e.g., statement, branch, or path coverage), in-
strumentation overhead (i.e., the runtime and memory impact introduced
by instrumentation), and trace completeness (the proportion of relevant
execution events successfully captured).

8.3.2. Internal validity

Our experiments revealed that different LLMs, despite being in-
structed with the same prompt, produced varying results in terms
of fitness, control-flow coverage, average trace length, and number
of variants. While these differences can be partly attributed to the
intrinsic architectural and training complexities of the selected LLMs,
other factors may have contributed to the observed variability. For
instance, aspects such as prompt formatting to adapt to the specific
strengths and weaknesses of the given LLM, context length handling,
or differences in the pretraining and fine-tuning data should be fur-
ther explored. Finally, LLMs exhibit non-deterministic behavior that
produces different outputs for the same prompt, unless constrained
decoding settings are applied (e.g., low temperature, top-1 sampling,
or greedy decoding). While we addressed the variation of source-code
instrumentation through repeated and independent runs, a thorough
sensitivity analysis on the parameters influencing LLM determinism
could shed light on variability and the resulting quality of source-code
instrumentation.

Regarding the anomaly detection experiments, although we em-
ployed both clustering-based and reconstruction-based techniques on
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top of conformance checking diagnoses, their performance might still
be affected by other experimental factors. These include the specific
fine-tuning procedures applied, the choice of hyperparameter configu-
rations, and the stochastic nature of optimization processes.

8.3.3. External validity

The transferability of our methodology to other domains is pred-
icated on four prerequisites: (1) the availability of a design-time be-
havioral specification convertible into a formal model (e.g., the Petri
net in Definition 4.2); (2) access to the system’s source code for in-
strumentation; (3) a comprehensive test suite capable of establishing a
reliable baseline of normal execution; and (4) an LLM with sufficient
context window and reasoning capabilities to bridge the abstraction gap
between the model and the implementation.

Regarding the generalizability of the ERTMS/ETCS results, broader
validation is required. Future work should target real-world software
implementations, specifically focusing on the detection of residual
faults that are proven to escape standard verification strategies.

9. Conclusions

In this paper, we took on the problem of runtime monitoring
of complex computer-based systems to detect control-flow anomalies
due to unexpected changes in the system, the environment, or other
“unknown unknowns”. Given the limitations of runtime verification of
declarative specifications in terms of strict consistency with prescriptive
specifications and flexibility, we proposed a methodology to architect
software monitors by combining LLMs with conformance checking to
enable quality source-code instrumentation and fuzzy runtime control-
flow analysis. We tested the methodology on a case-study scenario
from ERTMS/ETCS, an industrial railway interoperability standard. The
evaluation highlighted that the proposed methodology provides high-
quality event logs through LLM-based source-code instrumentation and
enables effective conformance checking-based control-flow anomaly
detection.

Possibilities for industrial exploitation of the proposed approach
include implementation through appropriate architectural frameworks
for digital twins (see, e.g., [62,63]). Future work will further investigate
the efficacy of the methodology in real-world case studies, addressing
the generalization of the proposal. In addition, a deeper investigation
of the factors linked to LLMs that may influence the outcome of the
instrumentation quality will be performed.
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